LockX: A System for Efficiently Querying Secure XML
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Figure 1: Architecture of LockX

1. MOTIVATION

Companies are using the Web for information dissemination,
sparking interest in models and efficient mechanisms for controlled
access to information. In this context, securing XML documents is
important.

Much of the work on XML access control to date has studied
models for the specification of XML access control policies, focus-
ing on issues such as granularity of access and conflict resolution.
However, there has been little work on enforcement of access con-
trol policies for queries.

A naive two-step solution to secure query evaluation is to first
compute query results, and then use access control policies to filter
the results. Consider the XML database of an online-seller, which
has information on books and customers. Assume that a specific
user is allowed access to books and not to customer information. If
only query results are filtered for accessibility, the XPath query:

/seller[.//customer/name="'smith’]//book

would allow the user to check the existence of a customer named
smith, which is forbidden. Hence, data accessibility needs to be
checked during query evaluation.
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We describe LockX, a system for specifying and efficiently query-
ing secure XML documents. LockX is based on a simple, yet use-
ful, security model that uses a multi-level access control specifi-
cation. The DTD identifies which elements must, may, or cannot
specify their security level. If not specified, elements inherit their
security level from their parent element. Each user is assigned a
security level and can access elements whose security level is no
higher than his own. Given a user query and the security infor-
mation in the DTD, LockX applies efficient algorithms developed
in [1] to guarantee safe query rewriting. To the best of our knowl-
edge, LockX is the first prototype that addresses efficient and se-
cure XML query evaluation.

2. DEMONSTRATION OUTLINE

LockX is a Java-based prototype whose architecture is depicted
in Figure 1. LockX uses function calls and can thus be imple-
mented on top of any XQuery engine. Our implementation of
LockXuses Xalan (xml.apache.org/xalan-c),and demon-
strates the following functionality.

Access Control Specification: Users can select a DTD, browse it
using a graphical form and specify a mandatory, forbidden or op-
tional SecurityLevel attribute at elements in the DTD. Users
are organized in groups where their security level can be displayed
and modified.

Access Control Enforcement: Users can write an XPath query.
The query is displayed as a tree whose nodes are initially annotated
with RC (recursive check). The annotation RC may be simplified to
LC (local check) or NC (no check), using the algorithm presented
in [1], that determines an optimal set of security check annotations
on query nodes, by analyzing the subtle interactions between in-
heritance of security levels and paths in the DTD graph. This op-
timization process is shown step-by-step for each query. Once a
query is optimized, it is sent to the Xalan system for evaluation.

Access Control Explanation: Users can use the “What if” fea-
ture to modify the security level at query nodes, and understand the
security implications of their choices.
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