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Abstract— Many network management applications use as their data transmit them to the collector, and the resource needed to store
traffic volumes differentiated by attributes such as IP address or port num-  gnd process the measurements at the collector.

ber. IP flow records are commonly collected for this purpose: these enable . . . .
determination of fine-grained usage of network resources. However, the These Consfderanons m0t|V55‘_te using some form of da.ta re-
increasingly large volumes of flow statistics incur concomitant costs in the duction. Candidate techniques include filtering (the selection of
][Iesourcesdof the measurement infrastructure. This motivates sampling of gy hsets of measurements according to packet attribute), aggre-
ow records. . - .

This paper addresses sampling strategy for flow records. Recent work gatlon.(the amalgamation of ‘?'ata across ranges of atmbmes),and
has shown that non-uniform sampling is necessary in order to control esti- Sampling (the random selection of of a subset of representatives
mation variance arising from the observed heavy-tailed distribution of flow  from the data)_ Of these techniques, sampling allows the re-

lengths. However, while this approach controls estimator variance, it does tention of measurement detail down to the finest attribute level
not place hard limits on the number of flows sampled. Such limits are often )

required during arbitrary downstream sampling, resampling and aggrega- T.hi.S is essential, for although aggregation can be .Use.fu'l fo_r pro-
tion operations employed in analysis of the data. viding reports on well understood network behavior, it inhibits
This paper proposes a correlated sampling strategy that is able to select ha discovery of new network behavior whose detail is hidden

an arbitrarily small number of the “best” representatives of a set of flows. within the agareaates. Thus while the collector tvpically must
We show that usage estimates arising from such selection are unbiased, and ggreg : yp y

show how to estimate their variance, both offline for modeling purposes, Support a large number of different aggregators (over key ranges
and online during the sampling itself. The selection algorithm can be im- and time periods) for routine reporting, it must also allow arbi-

plemented in a queue-like data structure in which memory usage is uni- trary aggregate to be defined on an ad-hoc basis for exploratory
formly bounded during measurement. Finally, we compare the complexity

and performance of our scheme with other potential approaches. studies on the sampled flow records.

Several forms of sampling for IP measurement have been de-
ployed or proposed. Sampling at the measurement point, by
statistical [18] or hash-based [7] methods is under consideration
A. Background for inclusion in packet sampling standards [6]. In Cisco’s Sam-

The rational management and control of IP networks requirded NetFlow [5], a router forms flow reports from a sampled
detailed knowledge of the demand and consumption of né&tibstream of all packets passing through it in order to control
work bandwidth. Specifically, this entails measuring bandwidtAe amount of fast and expensive memory necessary to cache
usage—as measured in packets or bytes—broken down byf@w information while the statistics are formed. Sample and
tributes such as source and destination IP address or prefiRld [12] is a generalization of this idea that focuses attention
and TCP/UDP port numbers. Such a segmentation into traffié longer flows that, in practice, account for the bulk of the net-
classes is used to understand, e.g., the amount of use of Wgrk traffic [14].
ferent applications, the amount of traffic generated by differentSampling within the measurement infrastructure is also used
customers or organizations, or the origins of traffic at a cote further reduce data volumes. Most closely related to the work
gested network interface. In operating an IP network, there arethe present paper is size dependent sampling of completed
typically thousands of such classes of concurrent interest. Softea reports, first proposed in [9], [10], also known sart
further applications are described in [13]. sampling The motivation comes from the empirical fact that the

On the other hand, the ever increasing speeds of transnglistribution of bytes per flow is heavy tailed [14]. This makes
sion links and volume of traffic that traverses them, presentsiform sampling a poor choice, since random omission of a re-
formidable challenges for measurement. To see why this is cagest on a large flow can cause a large fluctuation in the perceived
consider that most prevalent traffic measurements entail routeptume of traffic. Instead, a report on a flow ofoytes with a
or other network elements constructing reports either at the lepgdpbability p(x) > 0 depending orr. When a flow happens to
of individual packets, or at the level of packet flows. (A flow i¥e sampled, the size of the flow is estimated As(x), i.e., the
a set of packets observed within some time window, and tregtimated size is renormalized upwards in order to compensate
share a common attribute, e.g, those mentioned in the previfersits chance of not begin sampled. This quantity is an unbiased
paragraph). These reports are exported to a collector whereestimator of the actual byte usage
measurements are collated and stored for use by applications. In [9] it was shown that given aampling threshold:, the

The first challenge is at the point of measurement; the medoicep(z) = p.(x) := min{1,z/z} is optimal in the sense
surement functions of routers may not be able to operate at lthat it minimizes the cost’y + z2N. Here,Vx is the variance
speed given the resources available to them. The second cbikhe estimator of the byte totaf of a set of flows, andV
lenge is that the volume of complete measurements of all trafféicthe average number of flows that are sampled from the set.
would necessitate large costs, both in the bandwidth requireditousz expresses the preference in the trade-off between the op-
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posed goals of having small estimator variancez(if small) On the other hand, it is important to ensure sufficient samples
and selecting a small number of samplesz(ifs large). All are taken in order to satisfy the accuracy requirements of appli-
flows of sizex > z are selected with probability; this avoids cations when estimating usage in each of the large number of
the high estimation variance associate with uniform sampling éffic classes. Smart sampling with fixed threshotday cause
large flows. Flows smaller thanare selected with a probability over or undersupply of sampled records, depending on the of-
proportional to their size. fered traffic.

The variance spoken of above is entirely due to sampling. TheOne approach to control the sampling rate is to dynamically
flow sizes are viewed as fixed quantities to be estimated; adjust the sampling threshotdn order to match the rate of se-
statistical properties of the flow sizes is modeled or assumégf:tion of flow reports to a target. Whenis increased, fewer
Flow sampling is conditionally independent in the sense thegports are sampled, while whenis decreases, more reports
once flow sizes are fixed, the sampling decisions are indepare sampled. A multiplicative control scheme to adjustas
dent. This viewpoint gives considerable formal simplificatioheen considered in [10]. However, such control schemes cannot
since the time series of flow sizes is believed to exhibit sorfigfill hard constraints on the selection under arbitrary statistical
dependence. If one tried to model and exploit statistical prop@nd systematic variation in the offered traffic. Furthermore, it is
ties of a set of flow reports, size dependent sampling would becessary to systematically undersample (i.e. arranging for the
dependent between flows. mean sampling rate to be lower than the target) in order that un-

Estimator variance is controlled through selection of the sa@xpected variations in the offered reports do not cause the selec-
pling thresholdz. It can be show that the variance of the unbition rate to frequently exceed the target. In the face of large traf-
ased estimat& of the total bytesX in a set of flows is bounded fic fluctuations, such undersampling may lead to certain classes
above asvar(X) < zX, regardless of the distribution of  ©f traffic having too few samples.
amongst the constituent flows. Thus the relative error in esti-These considerations motivate the development of a sampling
mating X decreases inversely as the square root df oDn the Strategy that is able to sample a fixed numieof flow records

other hand, the number of samples taken is not further controllceach measurement interval, independent of the offered load
beyond the optimality of the choice pf. (assuming that it exceeds), out of which unbiased estimates

of usage in all classes can be formed.

B. Motivation C. Contribution and Outline

This is paper is motivated by the need to sample flow recordsWe consider the measurement period to be divided into a
under hard resource constraints in the measurement infras”r'ﬂ?r'nber of successive windows. In each window we have tar-

ture. As noted above, a fixed sampling threshold enables c&ﬁ numbenn of flow reports to be selected. During a given
to bound estimation variance: we will speak of thisvasi- . 4o 1 flow reports of sizegz; : i — 1,...n} arrive. We
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ance constrained samplingBut the number of selected flow\é\%

s d q the rate at which f q i ijl always assume that > m. Each flow also carries a key,
records depends on he rate at which flow records are olierfh, \a1es of the attributes that distinguish the packets of one

and the distribution of flow lengths that they represent. To S88w from those of another. The key of flow reperis denoted
this, note that from a set of flow records indexediby I and é)yc- :

with lengths{z; : i € I}, the expected number of sampled” ;. 1 5hjem is as follows. For each keyin the setC =
records is) ;¢ ; p= (). Ui1...n{ci} of keys represented in an interval, we wish to re-

As the rate and composition of the traffic varies, even the &%4in, through sampling, sufficient data to form unbiased esti-

erage number of samples selected can vary considerably. Sycheq ofX(c) = 3 x;, i.e., the total bytes reported with

i c;=c

variati'on.s can 'ha've a rlumber of prigins, for example: key c. Furthermore, we wish to do accomplish this while storing
« Periodic variations in the traffic rate, e.g., over a day oriaformation relating to at most flow keys. (This last require-
week; ment precludes simply aggregating flow reports over all keys

« Sudden and relatively short lived increases in network trgfresent without sampling, since one could h@\@ = n.)
fic due to network attacks, or flash crowds: typically sudden |n our solution to this problem we will store: of the flow

widespread interest by users in a web site; reports, with sizes renormalized in order to enable unbiased es-
» Long-term or fluctuating changes in traffic patterns due mation. In applications, these selected flow reports would be
routing changes, e.g., around network outages. forwarded at the end of the measurement window to a collector,

It is important that the sampling strategy be able to limit thehere estimation of arbitrary estimates is actually performed.
number of flows that are sampled in order to control resource ddie solution to the problem has two components: (i) an algo-
age. If resources available to transmit and process flow recoritlsm that specifies which. flows are to be selected, and (ii)
are exceeded, then the flow records will be dropped indiscrinain implementation of the algorithm that requires at most only
nately. As pointed out, in [8] this can be regarded as an uncaon—+ 1 keys to be retained at any time during the window.
trolled uniform sampling of the flow records. This would play The rest of the paper is organized as follows. In Section Il we
havoc with the estimation of usage. Because of the obsendmbcribe the algorithm by which flows are selected, and estab-
heavy tailed nature of flow lengths, see [14], usage estimatesléke the key property that it yields unbiased estima¥&gg) of
very sensitive to the omission of even a single large flow. Thike X (¢). Much of the analysis is couched in term of the the-
observation motivates using smart sampling rather than unifoory of the order statistics of nonidentically distributed random
sampling for flow records. variables. Compared with order statistics for identical random



variables, there are far fewer general results available in the ndrflow ¢ is selected, the usage is renormalized through divi-
identical case. Some results that we derive in this area are nedn by therandomprobability p.- (x;), yielding z; /p.. (x;) =
as far as we are aware. max{z;, z'}. In Theorem 1 below, it will be shown that the re-

In Section Il we show how the whole framework of this pasulting usage estimates are unbiased, i.e., the average if the esti-
per can be extended to selection probabilities stemming fronmates over all possible sampling decisions yields the true usage.
wider class of cost functions than those considered in [9], [10]. _ o

In Section IV we analyze the variance of the unbiased estin- Unbiased Usage Estimation

tors derived in Section II. We perform this from two standpoints: We now define the samp”ng thresholds more Comp|ete|y, and
online and offline. In the online version, we construct unbiase@dtup the notation that will be used to state an proved Theo-
estimates of the variancésr(X(c)) themselves, in terms of rem 1. Letw; : i € I be independent random variables iden-
the measured data alone. Equipped with these, we can diregglly uniformly distributed in(0, 1]. Definez; = z;/w;, and
establish the likely error in estimates as they are made. In "392@.11) < 2(72.1[) <...< Z&}n) be the order statistics of the
offline version, we calculate the likely variance associated Wi&” y ‘ ‘

. . S ection{z; ' : i € I}. Since thez; are continuously dis-
a given set of flow records for the purpose of dimensioning ttf'r‘i:’buted ties occur with probability zero and can be broken by
measurement infrastructure, and in particulgrduring its de- '

) . o ) any convenient method. Except for the discussion of variance,
sign. We establish bounds for the estimation variance, and 9IME setf is fixed. and we shall often write—: simply asz
some limiting forms in the case that the number of statand ObservePls > L Pl < B (@:I) ON
the number of offered flow reports becomes large. Perhaps”>¢' v [ > 2] = Plu; < /2] = pi(lxi)' : .

We can consider the ordering of thg" as being realized by

surprisingly, it turns out that the offline version is considerablg 7 Y
harder than the online version. random mag that permutes the eIementsIOaSZ(i) =2 (i)

In Section VI we turn to describe a queue-based implemefiVeN & quantity such as;, with index: € I, we shall use the
tation of our algorithm that requires the retention of at mest "°tationzi:) (or simplyz;) to denlote quantity:r(;) concomi-
flow reports during each window. We analyze its performand@nt with the order statistics of . Thusz(y, zpa, ..., )
and compare with that of other potential approaches to the pré@Present the values; sorted in decreasing ordetr of. In par-
lem of smart sampling under hard space constraints. ticular, we writez(; for 1/(z;j) = 2x (), i.€,. thei'" largest of

In Section VII we illustrate its performance using measurdfe zi-
flow data. Section VIII reviews work related to our proposal. Let x'[4] denote the indicator function of the evedt i.e.,
We summarize and conclude in Section IX. The proofs of mof[4] = 1 whenA occurs, and) otherwise. Letd]" denote

of the theorems are postponed until Section X. the event that flow repoitis selected. Note that"' = {z; >
2m+1,11} U B; whereB; is is then event that repaiis selected
Il. SAMPLING & UNBIASED ESTIMATION butz; = Z[m+1,1] Events inB; are due to ties encompassing

the (m + 1)5tplace in the decreasing order of the with flow ¢

In this section we show how to sample a fixed numineof : ; . . .
. being amongst those selected after tie breaking. Since the distri-
flow reports from a population of > m flow reports. The prob- . . ; . N .
: ! ; bution of thez; is continuous, ties occur with probability zero,
lem we wish to solve is as follows. The population flow reports

. . and hence we can effectively ignore the sBfs We abbreviate
have sizeqz; : i € I} wherel = {1,...,n}. Each report V! [A™ ] by x| and set[(c))/ g iel: c;: ¢} be the set
1 contains a key;. The problem is to sample: reports while of flo:/vs of ke ’c ' o
maintaining the ability to form unbiased estimatdf$c) of the Theorem 1¥Lét el men—4IandC = U {c
usageX(c) =Y, . _. x; foreach colorin C' = Uicr{c;}. N N *ji = Uier{eil,

o ) zi = X" /P2y (@) = X7 max{@;, 2pn 1.7} IS AN
unbiased estimator af;, i.e.,E[Z; = x;].
_ . (i) Forc e C, X(c) is an unbiased estimator &f(c), where
In summary, the solution to the problem is as follows. For
each flowi we generate eandomthresholdz; as follows: gen- X’(c) Z % 1)

erate an independent random variableuniformly distributed

A. Sampling a Fixed Number of Flows

i€l(c
in (0,1] and setz; = x;/w;. We then pick then items with fn( )
the largestz;. Moreover, letz’ be the(m + 1)5t largestz;. — E : Ifa o — ,
Z . . . K - X {C Il — C} max{x i1y [m+1:1 } (2)
For each of the items picked, we renormalize the usage to Pt 1l Tl Zmer 1]

be max{z;,z'}. This is the complete scheme. The remainder Remarks:

of this section is devoted to explaining the intuition behind this In (i), the estimator is (of coursé)if flow report; is not sam-

scheme, and showing that the usage estimates formed from itglegl, otherwise it isnax{z;, z;,,41.1/}-

unbiased. « The equality in (i) results simply from the fact thatp. (z) =
Some intuition behind this role of can be gained by ob- max{x, z} for p.(z) = min{1, z/z}.

serving that, knowing the; values ofn — m unselected flows, « Division by p., ., (z;) can be viewed as the appropri-

Z" is the largest known sampling threshold under whichsthe ate renormalization of flow sizes when sampling threshold is

flows of largestz; would certainly be selected. Analogous ta,,41.;-

the case of a fixed sampling threshold, the selected flow size3he second expression in (ii) can be described as the sum of

must be renormalized through division by an appropriate seldlow sizesx; with the m largest random thresholds, renor-

tion probability in order to create unbiased estimators. Hemalized by maximization with’ = z(,,, 1.77, With flows of key



¢; # ¢ being omitted from the sumxf{c[,»:f] = c} just selects Vx + Vy + 22N is appropriate, wher&y is the variance in

flows with keyc. estimating the number of flows. It is natural to ask to what ex-
The proof of Theorem 1 and several other results in this p@nt the results of this paper can be extended to this or any other

per depend on a technical result concerning the order statisggggle parameter cost function.

of non-identical uniformly distributed random variables, Theo- Let P denote the space of strictly positipeobability func-

rem 2 below. Observe thaf ' is uniformly distributed on the tionsp on (0, 0c0) and letP; = {p € P : sup,.,p(z) < 1}.

interval [0, 1/z;]. We assume the following:
For with 0 < r < #I, let F,..; denote the cumulative dis-« A parameter seb C R, and acost functionC' : & xP; — R.
tribution function €DF) of Z(_rzll)' Let ¢.(y) = pijy(x) = o Foreachp € @, the minimizing probability functiopy € P,

min{1,zy}. Note that{zi_1 < y} = {w; < =y} and obeying C’(G,pg) < Q(aap) p € Py exists, such thaf +—
hencel /z; has cumulative distribution functio@6F) ¢,,. Now P(6; ) is non-increasing for alt > 0. .
{Z(;; < y} = {atleast of thel/z; <y}, and it follows from An exa_lmple of such a cost function is furnished by the exam-
the general form given in (2.8.1) of [4] that ple mentioned gt_)ove: Wl'th coBly + Vx + zzN._Wg now show
that the probability function for this cost function is
#1 i #1
Fra@)=> > 1l ® ] @, ® 3 p(x) = min{1, /(1 +2?) /2} )
s o To calculate the cost associated with a single usagied selec-
whereg = 1 — ¢ and the summatioy; extends over all per- tion probabilityp, lety denote the random indicator of selection,
mutations(j1,...,jxr) of I for which j; < ... < j; and i.e. y = 1 with probabilityp andy = 0 otherwise. The usage
Ji+1 < ... < jur. Fortunately, it is not necessary to exploit th@stimate ist = yz/p while the estimate of the number (1) of
particular form of (3) in order to establish our general results.underlying objects i& = x/p. Thus the cost is
Theorem 2:LetJ C Iwith#J < r < #I,and0 < w; <y,

icJ. Setr' =r—#J. C(z,p) = Var(n)+ Var(z) + 2%p (8)
(i) The jointcDF of Z(_r:ll) and the{z; ! : i € J} factorizes as = (1+23)p/p+2%p 9)
Pl <y ol <wi:ied] = Frly 0o, (w5 Sincep — (1 + 2%)p/p + 2*p is conve, it takes its minimum
| (D) ] W) g ) value overp > 0 at the stationary point = /(1 + z2) /z.
(4) Thus, restricting tp € (0, 1], the minimum cost is obtained
(i) Leth be areal function. with p = min{1, /(1 + x2?) /z}.
We now return to the general case. With hard resource lim-
3 . 4 . itations, we associate a random threshgldo each flow size
B\ Alz.p)) fo =E | h(zn ) qui(z(r’:l\—f)) 1z, then select for sampling the: flows of largest threshold.
et et (5) Suppose); can be chosen such that
when the expectations exist.
. P i > — i 1
(iii) In particular, (¢ 2 ¢] = po(w:) (10)
r Then the results of Section Il generalize completely upon the
E H Xi -1 (6) notation change; — ¢; etc. Now we show that &; with
i Qi (Z(;:l,)) these properties can always be chosen, at least under the above

assumptions. Lef,(y) = sup{¢ € ® : py(x) > y} denote the
PROOF OF THEOREM 1: (i) follows directly from Theo- leftinverse of the nonincreasing functien— py(x).
rem 2(iii) on takingJ = {i} and recallingg,(1/2) = p.(z). Theorem 3:Let w; be uniformly distributed or0, 1]. Then
(if) From (i) 3=,..._. @; is an unbiased estimator &f(c). g ¢i = fz,(w;) obeys (10).
PROOF OFTHEOREM 3: P[¢; > ¢] = P[fs,(w;) > @] =

IIl. GENERAL SINGLE PARAMETER PROBABILITY Plwi < po ()] = po(xi). i
FUNCTIONS Examples: (i) We first confirm that the framework described

This paper is conducted within the framework of the measurg-the introduction fits into the scheme described above. Take
ment cost functiox + 22N, proposed in [10] and discussed if® = R, ps(z) = min{l,z/¢}. Hencep; = fu,(wi) = z/w;
the introduction. Recall that this choice of cost function is mdof wi € (0, 1]. 3 _
tivated by the problem of usage estimatiolx—is the variance  (ii) With the probability function (7), takeb = R, py(z) =
in estimating a usag& while N the mean number of samplesnin{1, /(1 +22) /¢}. Theng; = fu (wi) = /(1 + 7)/w;
required for the estimate—and gives rise to the probabjlity for w; € (0,1].
that governs much of the work of this paper.

But for other applications, another cost function might be
more appropriate. Suppose, for example, that accuracy in estheorem 1 shows that; is an unbiased estimator of the size
timating the number of flows is as important as estimating the. For many applications one needs to know what reliability
byte usage. For this problem, a cost function of the forean be attached to estimators, or sukhg) of such estimators

IV. VARIANCE AND ITS ESTIMATION



representing the total byte usage in a given key. We characterNote that, conditioned on flowbeing selected (i.ex™! =

ize the estimators through their variance. This characterization z,,.n\{;} = zm+1,7- Hence, the practical content of Theo-
is most appropriate for sums of large number of random varem 5 is that when a flow of size is selected and the random
ables, since deviations from the mean from sums of indepesampling threshold is’, the estimated variance associated with
dent or weakly dependent random variables, suitably rescal#tt usage estimateax{z, 2’} should be taken as' (2’ — z)™.
follow an asymptotically Gaussian distribution, as follows fronh forming the estimate of the variance Ef(c), we add up all

the central limit theorem and its variants. such contributions due to sampled flows of key
This approach matches well to applications, since it is typi-
cally most important to know the accuracy of estimates of usage V. PROPERTIES OF THEVARIANCE

in keys consuming large amount of network resources. Ty;%'\-
cally, usage in a given key is large if either or both of the follow-"
ing hold: In view of Theorem 5, online estimation of the variance of
() there a flow records with size larger than the sampling usage estimators is straightforward: one need only add a contri-
thresholdz. However, these are always sampled and hence indwttion 2’ (2’ — z)* for each sampled usage componerih an
no estimation error. aggregate. On the other had, for the purposes of dimensioning
(i) there are a large number of flow records with sizemall measurement subsystems, it is useful to know how the (actual)
than the sampling threshold In this case we are in the domairestimator variance depends on the flow data and on the cache
of the central limit theorem, and characterization of accurasize.
through variance is appropriate. A prime challenge to determining this variance stems from
However, there remains one potential obstacle. Since tie relative complexity of calculating it, at least exactly. This is
thresholdz’ depends on the collection ef, the selection of principally due to the the nature of the problem. The variance in
various flows is, in general, correlated. Intuitively, the selectiotheorem 4(ii) is a (negative) moment of an order statistic; there
of a given flow should make the selection of a different flow lesge very few general expressions for such quantities available,
likely. An extreme example is when two flows & 2) compete and these only in special cases; see, e.g., [1]. Given this con-
for one slot (n = 1): in this case selection of one flow precludestraint, there appear to be two possible approaches that might
selection of the other. However, it turns out that, wher> 2, useful in practice:
the random variable§y ;! /p..(z;) : i € I} are uncorrelated, (i) Derive bounds and approximations for the variance, prefer-
i.e,. their mutual covariance is zero. This enables use to wriiBly as a functional of relatively simple characteristics of the
the variance of a the sutki(c) = >, . _.; simply as a sum offered flows. These would have the advantage of being robust
of the variance of the;. with respect to variations in the details of the offered flows. Such
The next theorem establishes that the mutual correlationsaofunctional could be applied directly to traces of flow statistics.
the; vanish, and gives expressions for their variances. Boun@$ Use a Monte-Carlo approach in which sampling is simu-
and approximations in applications of these results are discusggéd, and approximate the variance by the unbiased estimator of

Strategies for Variance Determination

in Section V below. Let:™ abbreviatenax{z, 0}. Theorem 5. This approach is computationally straightforward,
Theorem 4:Assumem > 2. but is likely of limited predictive power beyond the range of

(i) Cov(zi,7;) = 0 wheni # j. flows and parameters used in the simulations. For this reason

(i) Var(z;) = E[zi(zm.n\ iy — )] we favor the first approach.

(i) Var(z;) = fol/‘” dF iy () @i(y~' — ;) = In view of Theorem 4, finding bounds and approximations for

variance entails doing the same for the mean sampling thresh-
old. We start by finding and exploiting the relationship between
the stochastic sampling threshaltdunder a hard volume con-
straint, and the fixed sampling threshelth the related variance

1/x; _
z; [, / dyF .y () vy~ 2. ~
Thanks to Theorem 4, the variance of the estirdéfe) total
usage attributable to any keycan be decomposed as a sum:

Var()A((c)) — Var( Z ) (11) constrained sampling problem.
i€l(c) B. Variance Constrained Threshold
- Z Cov(Z;, 75) 12) e now recall from [9], [10] the relationship between the
i€l(e) sampling threshold and the number of flow selected in vari-
= Z Var(z;) (13) ance constrained sampling. L&t denote the random number
icl(c) of samples that would be taken with a fixed sampling threshold

_ . ~ z. Now flow i is sampled with probability.. (x;) and hence the
In practice, the actual usage is unknown after sampling; mean number of sampled flows is

one has only the estimatés to work with. How, then, should

the variance of usage estimates be estimated from the samples E[N.] = m(z) := sz (z) (14)
themselves? The way to do this for variance constrained smart el

sampling was described in [8]. In the present case, it follows

from: Now z — m(z) is clearly a strictly decreasing continuous func-

Theorem S:X;"“:Iz[m:,\{i}] (2fm:r\{iy) — )T is an unbi- tion on from (min; z;, c0) onto (0, #I]. Hence for each target
ased estimator ofar(z;). number of sampled flows: there is az,. = z.(m) > 0 such



thatm(z*) = m, i.e, the mean number of flows is equal to thén an asymptotic sense, and second, the closeness is not qual-

target number. ified. In principal, closeness of andz, be determined from
What then, is the relationship betweenandz’, the random the rate function/. In practice, it is difficult to obtain quantita-

sampling threshold use to samm@ractlym flows? If such a tive features of/. This motivates obtaining explicit bounds on

relationship can established, we can exploit an algorithm pestimator variance that hold in all regimes.

sented in [10] that is able to quickly computefor a specified  DefineX_ =" x;; X = X3 is the total size of all

>0, <z
targetm, given a set of flow size&r; : i € I'}. flows in I. Givenz > 0, The number of flows of size less than
) . zisny, = #{i > 0: x; < z}; the number of size not less than
C. Asymptotic Equality of Thresholds zisn—n; =nf = #{i > 0:2; > z}. The average size of

Since flowi is sampled with probability. (z;) = P[z; > 2], @ flow of length less thanisz; = X7 /n; < 2. Lemma 2,
N, has the the same distribution & = #{i € I : z > z}. found in Section X, collects together some properties of these

Since quantities that we shall exploit. As usualdenotes the base of
(N, >m}={z< a1} (15) hatural logarithms.
) ) ] Theorem 7:
we can derive properties af,,, 1) in terms of those ofV.. In R
this section we bound the deviations=f, 1, and show that it Varz; < (2 — )" +u(min{z., 7)) (23)
converges ta, in a certain asymptotic regime. x;
Let ¢ is the cumulant generating function b, i.e., whereu(z) = inf,s0 ua(z), with
X1+a
- = - _ T
c(0, 2) = log[E"N] = 3 log(ep. (a:) +P.(z:)  (16) Ua(z) = — i alng,m—ng,1+a) (24)
il and
. : _ @-p/m)mF
and letJ denote the convex rate function defined as the Legen-  ¢(n,m,3) = A= By (25)
dre transform of: w.r.t. its first argument, i.e., Theorem 8:Supposes, m, X — oo with X/m — z... Then
J(m, z) = sup(mb — c(6, z)) a7
0 limsup u(z) < { €Too /@ 108(To0/T), T < Too
n,m,X —oo 0 €T Z Lo
Theorem 6: ()Form_ < m(z) < my, (26)
PN, <m_] < e /m=—?) (18) E. Identical Flow Sizes
PIN. >my] < e /0me2) (19)  Some useful intuition can be obtained from the special case

that all flow sizes are equal. This is amenable to explicit calcu-
lation through the simplification of thebr from (3). As before
we write#1 = n.

(i) J(m,z) = 0if and only if m = m(2) or, equivalently, if
and only ifz = z.(m).
(i) Forz_ < z.(m) < z4,

n—1

—J(m,z_ n—1 i n—1—1i
Plepmin < 2] < e7/0m2) (20) Frym®) = < ; >qx(y) 1-g¢;77'(y) (27)
Plapniny > 24] < e 70m7) (21) =
Suppose we scale up our system by an intéger 1. Thus Using Theorem 4(iii) one finds after a change of variaple:

there A flows of each sizer;, and we increase the numbery/x, then
of slots for samples to\m. The cumulant generating func- )
tion becomes:, = ¢, and the corresponding rate function is N o [P = (n—1\ i
Ja(m, B) = NJ(m/X, B). Thusz(x,,.1) obeys bounds of the Var(zy) = JC1/U dyz i )Y (L—y)" (28
form of Theorem 6, but with rate function.J (m, z). It follows

that as\ — oo, 2\ 1] CONVerges in probability te,, i.e., for 2 —
everye > 0, P[|z[&m+1]]— z+| < €] — 1 asA — co. More gen- = w1 _Z 1/GGE=1)) (29)
erally, we can say that,,,, 1) obeys the large deviation upper n—m e
bound: for every closed sét, = i — (30)
Jim A log Pl2jam1) € B] < — inf J(m,z).  (22) This is the same expression as would be obtained with uniform
sampling of each af objects into then slots, except withn —1
A matching lower bound can also be established. in place ofm in the denominator. This reflects the loss of one

degree of freedom involved in determining the sampling thresh-
old 2’ from the data.

Theorem 6 says that the stochastic threshdlis close to Note that the variance diverges for = 1. estimating the
the deterministic threshold, when the number of flows andtotal usage through one sample results in infinite estimator vari-
number of slots both become large. Informally at least, we exace. By contrast, in variance constrained sampling, to sample
pect estimator variance to be roughly the same in both casese flowon average—so thatm(z) = 1 in (14)—one takes
However, this approach has two weaknesses. Firstly, it applies- nz resulting in variance?(n — 1).

D. Bounds on Estimation Variance



A similar phenomena can be constructed when picking akye have not been able to obtain an explicit expression for the
number of k items. Suppose we a#ld- 1 enormous items, above. However, one can identify the dominant terms for small
say of size2™, to the above: items of sizer;. With very high ¢, i.e., those with the lowest power af These are obtained by
probability, thek — 1 enormous items are going to be pickednakingi as small as possible ands large as possible. Note the
and then we left with the previous task of picking one out af in the functionu is not important in this determination since
then items of sizer;. Hence the associated estimation error ifor smalla, 1 — ay =~ 1 fory € [0, 1].

selecting the: items will be enormous. Theorem 9:Assume the above two size model, with= z
anda = z_ /z < 1. The estimator variance for the larger flow

F. A Conjecture length has the asymptotic behavior

From Section V-C we know that the thresholdgm) and Var 3 2 (m—h)* 13
2" = 2,41 for variance and resource constrained smart sam- arey ~ Ty fnm,h @ ’ a—0 (33)
pling are asymptotically equal in a regime of a large number \9vfhere
offered flowsn and slotan available for them. Note from Theo-
rem 4(ii) we have the simple bounér(z;) < x;E[2’]. Indeed, (n—l—h)/(m —1) if h <m
in variance constrained sampling with threshela correspond- Kimn = { (hm;’f —m)/(m—1) fh>m (34)
ing boundVar z; < x;z holds. Thus bounding’ in terms ofz,  \ve can interpret Theorem 9 as follows. During sampling, the
or at least in expectation, would provide us with a simple boum&#ge flows are more likely to be sampled than the small flows
for estimator variance in the present case. because they have (stochastically) larger threshglds;. Once

We now state a conjecture on the relationship between thefe space for sampling can accommodate all the large flows, i.e.,
We have been able to establish this conjecture in the special case> 1, the variance falls of asa™~" for smalla. On the

of uniform flow sizes, although we do not provide the proaither hand, if there is not room to sample all the large flows,
here. The idea behind the ConjeCtUre is that CompaYEd with Va.ré'_, m < h, the estimation error persists even for snaall

ance constrained sampling for a mean numbef flow record, e llustrate the approximation for the casenof- 11 flows,
that of we allow slightly more space for our samples, the vagyt of whichm = 5 are to be sampled. We show the exact and
ance in resource constrained sampling will not exceed thatgfproximate values of the standard errofinas a function of
the variance constrained case. For example, expanding the rgpithe number of large size flows in Figure 1, for= 0.01, 0.1
available for samples ameliorates the high variance problem digmi0.5. Note for the left hand ploto{ = 0.01) the knee in the
cussed at the end of Section V-E. curve ash passes through. The variance falls off sharply

In the conjecture we writé&;(m) to emphasize the depen-or small . This behavior is also exhibited to a lesser de-
dence of the threshold and estimators on the target numbegﬂée fora = 0.1. In these two cases, the approximation is

samplesn. very good. It is less good fotv = 0.1, being only within a
Conjecture 1: Assumem > 10. Thenzy,,, 1o 1 < 2«(m)  factor of abou. This illustrates a caveat to using the asymp-
and hencd/ar(z;(m + [2y/m])) < z;z.(m). totic behavior of Theorem 9 as an approximation: the proof was

The intuition behind adding a multip/m to the number of confined to the regimé¢l — a)”~!~™ ~ 1. In the three ex-
samples taken, is that it roughly encompasses the likely ereamples(l — «)"~1=™ = 0.95,0.60 and0.03 respectively, for
in the actual number of samples taken in variance constrainee= 0.01,0.1 and0.5.
smart sampling.

VI. IMPLEMENTATION AND COMPLEXITY
G. Large and Small Flows A. Streaming Algorithm for Flow Selection

Given the importance of estimating the large contributions So far we have posed our problem in the abstract of choosing
to usage, it is interesting to determine how estimation error fgf of n offered flow records. In applications, the flow records
large flows depends on their prevalence in the mix, and the spag typically be presented sequentially in order of creation.
m available for sampling. (Note this is a different question tplowever, it is not desirable to maintain all flow records in
that examined at the end of the previous paragraph, where g¥grage while the selection of representatives is made. Nor is
dealt with estimating a small flow against the background @fnecessary. We now present an algorithm which processes the
larger flows). offered flow records sequentially, storing no more thas 1 of

We can gain some insight through a model in which all flonsiem at any time.
are either large, having size., or small, having size _. Write Each flow record is regarded as a triple;, x;, z;) wherec;
the ratio of the sizes as = x_ /x, < 1. Let there be large is the flow key,z; the flow size, and; the random thresholds.
flows and hence — h small flows. Suppose; = z,. Then it The algorithm maintains a min-priority queue of at most- 1
follows from Theorem 4¢(iii) and (3) that: flow records, where random threshold is the priority. Thus the

gueue contains the, + 1 flow records of largest threshold seen

Var(21) AV R T A so far.
22 = Z j i—j o™ (31) Specifically, when a new flow record of sizeis presented,
* i=m  j=0 a random numbev is generated from a uniform distribution in
1 . .
=201 o Nh—j(q n—1—h—(i—j) (0,1], and the threshold = z/w is calculated. If the queue is
% dyy (1 -y~ (1 —ay) "(82) " hot full, the new record is inserted. If the queue is full, the flow
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Fig. 1. Relative estimation error for large flow, as function of number of large flows, according texratia _ /= . Left: « = 0.01. Middle: & = 0.1. Right:
a = 0.5. Exact and approximation. Note better accuracy of approximation for srealler

of lowest priority (i.e. minimum threshold is extracted from th€. Alternate Sampling Strategies
gueue). Its priority is compared with that of the new flow record. Previ K . trained ; ling 19
Of these two, the record with highest priority is inserted back revious work on variance constrained smart sampling [91,
into the queue, while the record of lowest priority is discarde .O] proposed a dynamic algorithm to control mean sample vol-

This completes the processing of a single flow. Note that fgpme- As discussed in _the introduction, such approaches cannot
each flow, only one random number is needed satisfy a hard constraint on the number of samples, even un-
' : der stationary conditions. Moreover, the number of samples se-

At the end of the measurement period, or When_ a!l offer(? cted responds to systematic as well as statistical variations in
flows have been processed, the flow of lowest priority is B

: e offered traffic. The performance studies of Section VII will
lected. This has thresholg,,,). The other flows have threSh'substantiate these statements. This motivates a more detailed

olds{zy : i =1,...,m}. These flows are reported with renor'description of the previous work
malized L S12€S In the previous approaches, time is divided into windows. The
{max{z), 2(myny}: i =1,...,m}.

set of flows arriving at window is used to determine some value
of the sampling threshold, which is then used predictively as
the sampling threshold for the next window. One sees immedi-

During the processing of each new flow, both the inserti@tely that, whatever the method by whichs determined, this
operation and deletion of the flow with lowest priority take@pproach is not robust w.r.t variations in the offered load that
O(logm) time using a standard heap [3]. In fact, singavill take place at shorter timescales than the window width.
be an integer or floating point number, this cost can be broughwithin this framework, several variants are possible. One ap-
down toO(loglogm); see [21]. proach is to find the threshold, that would makes the mean

If we are willing to set aside space fom + 2 flow records, number of samples taken from the flows arriving in the window
the average cost per item can be bought down to a constant usiggal to the target. [10] presents a probabilistic algorithm to find
a variant of the above implementation. Insertion of flow recordise root in a time that is linear in the number of flows offered in
is performed until the buffer contairXsn + 2 records. At this the window. However, this necessitates storing the sizes of all
point a cleanup is performed to reduce the occupancy downthe flows until the end of the window, which may run up against
m + 1. Using a standard selection algorithm [3], the recordeemory constraints.
of (m + 1)Stlargest threshold can be identified, and items of A simpler approach is to iteratively adjust the thresholds
smaller threshold deleted, all in time linearrin The cleaning in the windowk according to the discrepancy between the target
is executed once for every. + 1 arrivals to the queue; hencenumberm and the actual numbe¥ %) of flows selected in the
the cost isO(1) per item processed. Deletion is likewise linwindows:
ear because no item is deleted twice. After cleanup, we resume
filling the buffer with fresh arrivals. Note that in practice, the
time between successive arrivals should be bounded below by
the above amortize@ (1) processing time per item. Further variations on this approach include:

A further modification processes every item in constant timeEmergency Control:the window is terminated early if the
without having to wait for the cleanup to execute. Two queudsimber of selected flows exceeds and one takes*+1) =
of capacity2m + 2 are used, one queue being used for collection®’ 7 /T whereT is the width of the full window, and- is the
while the other is cleaned downie-+1 items. Then each recordtime from the start of the window at which is exceeded. This
is processed in constant time, pld$m) at the end of the mea- gives some robustness to systematic changes in the offered load.
surement period in order to find the+1 items of largest thresh- « Variance Compensatiorthe target valuen is adjusted down-
old from the union of the contents of the two buffers. Thus, pr@vards in order to accommodate upward statistical fluctuations in
vided the between successive arrivals should be bounded belb@number of sampled. For example, we makerases/m in
by theO(1) processing time per item, the processing associatel@ce ofm, wheres can be through of as the number of standard
with each flow can be completed before the next flow arrives.deviations that are to be accommodated.

B. Complexity, Implementation & Variants

N (k)
LB+ ()2

m

(35)



VIlI. PERFORMANCE ANDEXAMPLES 1

. . . . variance constrained ———
In this section we investigate the performance of the resource resource constrained —x—

constrained selection algorithm proposed in this paper. The pri- R
mary element of this study is to demonstrate that estimator ac- 0.1k RN
curacy is reasonable, and is in any case not appreciable worse ‘
than the earlier proposal for dynamically controlled variance
constrained smart sampling proposed in [10] and summarized 001 | .
briefly in Section VI-C. ' .
Such studies could be regarded as sufficient for our purpose, S
since resource usage can be determined at the user’s will, sim- \
; ; : 0.001 : : ‘
ply by setting the space: available for samples. This can be 0.001 001 01 1
doneregardlessof the offered traffic. However, it is also inter-
esting to comparen with the actual number of samples taken
by the dynamic control algorithm targeting aRpectechum-  Fig. 2. Summary estimation errav¢RE) for resource vs. variance constrained
ber of samplesn. This is particularly interesting in the face of sampling, as a function of the sampling rate. Note uniformly better accuracy
L. . .. . " of resource constrained sampling.
statistical and systematic variation in rates and composition of
the stream of offered flow records. In general, the number of
records actually taken by the dynamically controlled algorithm
will vary around the target value during the collection period. C. Experiments: Accuracy vs. Resource Use
In some sense, the comparison of algorithm performance on ' . -
. n our first experiment, outbound traffic in tras6 GREGATE
a given set of flows demonstrates only a lower bound on t\r/]v%s agareqated by kev according to user side 1P address. For
effectiveness of the current proposal relative to dynamic con- ggreg: y KEY 9 . .
C X . each sampling method, accuracy was summarized through the
trol. This is because another traffic set could conceivably have ! :
. - . WMRE of the total usage during the entire trace for each key.
worse properties that would lead to greater variation—i.e. less o ) ) 4
control—of the number of samples taken by the dynamic controlone questlo.n 'S_hOW to meaningfully set the o!uratlon tlme
algorithm. The beauty of our resource constrained algorithm/i&ndow for estimation. On the one hand, applications working

that the user need not worry that some unexpected traffic flucfjth Nighly aggregated data in the collector might tolerate win-
ation will overwhelm their measurement system. dows of a few minutes or even an hour. Applications that need

a fast response time, such as for security monitoring, might re-
A. Flow Data quire responsiveness down to a few seconds. We used a variety

. f time windows in our experiments; here we report using an
We used two sets of NetFlow records for our expenment%. . P P 9
intermediate value of one minute.

The first set AGGREGATE, comprised flow records collected in ) . )
an aggregation network of a major service provider, representing/e conducted resource constrained sampling with a target
traffic generated by several thousand users during one day. FHEPer of slotsn ranging fromm = 3tom = 3,000. This rep-
average flow arrival rate was about 45 per second. resented an average flow sampling rate ranging from aboiut

The second seGATEWAY, comprised flow records collectedt© N€arlyl. In Figure 2 we display the/MRE and a function of

at an Internet gateway of an enterprise. The average flow pfa€ Sampling rate for two sampling methods: the resource con-
duction rate was about 186 per second. strained method proposed in this paper, and dynamically con-

trolled variance constrained sampling from [10]. TH®RE is
B. A Measure of Estimation Accuracy displayed as a function of the average sampling rate. The av-

In the experiments described below, we will compare actugr9e sampling period is obtained by dividing the number of

usaged X(c) : ¢ € C} over a key se€’, with their correspond- samplllng slots used by the average number Qf flows arriving
) . S . ; per window. For resource constrained sampling, the number
ing estimate X (c) : ¢ € C}. We wish to characterize the

accuracy of estimation through a single summary statistic FOerIOtS 's exactlyn. For variance constrained sampling, it is
. y 9 g€ y - e maximum number samples taken in any window, when the
a given colote, one measure is the relative error

target mean number of samplesis Numbers from some ini-
1X(c) — )A((C)| tial windows were discarded due to transience in the sampling
(36) threshold. We did not perform variance compensation: while
this lowers the maximum rate, it would also just correspond-
In the summary statistic, we wish to reflect the fact that estimagly decrease estimator accuracy.
tion in keys with large usage is more important than for keys of Note from Figure 2 that the present proposal performs uni-
small usage, at least in many network management applicaticagmly better than variance constrained sampling, with a reduc-
This motivates averaging the relative ersgr) with rates pro- tion in resource usage of about half an order of magnitude over
portional to the actual usag€(c) to be estimated. Thus, oura range of sampling rates. The absolute estimation accuracy is

WMRE
A

average sampling rate

summary statistic is the Weighted Mean Relative Error: also reasonable, being e.g. about 1% for sampling rai&of
~ We believe such accuracy is sufficient for many network man-
WMRE — 2cec [X(e) = X(c)] (37) agement applications.
>cec X () The previous experiment investigated spatial accuracy of us-
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age estimation over a set of keys. We now look a accuracyrop; see [11].
estimation of the total traffic over the set of time windows. Us-
ing traceGATEWAY, again using a window of 1 minute duration, IX. SUMMARY AND CONCLUSIONS

we compared the two sampling methods. The time series of acThjs work was motivated by the need to sample within the
tual and predicted 1 minute rates are shown in Figure 3(lefeasurement infrastructure, the flow statistics that a currently
The target number of sampled flows per window was= 10, collected by network routers and switches. The heavy tailed
yielding an average sampling rate of about 1 in every 1,000 flgy4tyre of packets and bytes per flow forms a challenge for sam-
records. Note that the curves are almost coincident the Wh%iﬁ-]g’ since omission of a record of single large flow can se-
trace. riously degrade the accuracy of estimates of network traffic us-

Resource usage by the dynamically controlled variance cQfye. The recent proposal for smart sampling, i.e., size dependent
strained algorithm is shown in Figure 3(right). Notefor= 10 sampling of flow records, forms the starting point for our work.
there are excursions of up to about four times the target valuepr work addresses the need to bound resource usage (band-
even for a higher sampling rate = 100, there are excursionsydth, storage, aggregation caches) by the sampled flows. Any
up to about twice the target. uncontrolled overflow of these resources seriously impairs esti-
mation accuracy for the reasons just described.

We proposed a simple algorithm that allows smart sampling
As is clear from the introduction, the present work buildgom a population of flow records into a buffer of fixed size
on the proposal for smart sampling with a static threshold by, while maintain the ability to form unbiased usage estimates.
Duffield, Lund and Thorup [9], [10], and provides a hardefhe algorithm is simple, requiring the generation of one random
resource bound than the dynamic control scheme presentedumber per flow, and can be implemented in constant time per
[10]. flow, independent ofn. In a trace-based experiment, the per-

More closely related to the latter approach are several piedesnance of the algorithm—in terms of accuracy vs. resource
of work concerning dynamic control of network measurementssage—was found to be uniformly better than a recent proposal
Choi, Park and Zhang [2], focus on maintaining accuracy of dsased on dynamically adjusting the sampling threshold of the
timates of the short-term traffic load at a router under varyirggiginal smart sampling proposal. Moreover, with the method
traffic rates. The motivation of this study was the identificgsroposed here, the selected samples always fit within a hard
tion of changepoints in the traffic load; the accuracy of rate esnstraintwhateverthe offered traffic, unlike the previous pro-
timates determines the resolution at which changes can be jgesal.
tected. Hernandez, Chidester and George [15] use a predictivAlthough the method is primarily envisaged for use today
approach to anticipate variations in the offered load and adjugthin the measurement infrastructure, it could in the future be
the sampling interval accordingly in order to meet sampling vadleployed in routers to sample flows prior to export, resources
ume constraints. Their method combines linear prediction wiglermitting.
a fuzzy logic approach that classifies the broad dynamics of theThe main future work is to attempt to substantiate the con-
load. jecture of Section V-F concerning the relationship between es-
Non-uniform sampling, and size dependent sampling in pdimator variance for the present algorithm, and for the original
ticular, has been proposed by Horwitz and Thompson [17]. Reriance constrained smart sampling. Such a relationship will
lated variance estimators have been discussed by Thompsonsimgplify the task of dimensioning of the measurement infras-
Seber [20]. Although smart sampling can be viewed as sontaicture to meet goals in estimator accuracy.
what similar in approach, the details are substantively differ-
ent. In the standard approaches it is customary to determine X. PROOFS OFTHEOREMS
the selection probabilities of items of siz¢ as a deterministic  proor OFTHEOREM2: (i) When all thez; ! <y, the event
functionz;/ >, x; of the data. So in distinction with variance, -1 < occurs if and only if at least’ of the otherz; " (i.e.

constrained smart sampling, all data have a chance to be e with index in T\.7) are not greater thagt in other words,
selected, and all the data must be gathered before any canche | only if 2! <y
(r":I\J) — 7~

selected. In distinction with the present approach, there is no . 7 B ) 1

constraint on the number of samples taken. (if) From part (i), the joint probability density af of 24 and
The problem of deriving flow length distributions from thosdz; ' : i € J} factorizes as

of uniformly sampled flows has been examined by Hohn and

Veitch [16]. Note that the problem of recovering the distribu- gy, {w;}) = Fr’/:I\J(y) H s, (w;) (38)

tion is better behaved that that of recovering the usage, since the ieJ

usage involves summing the (absolute) frequengjesf flows

of lengthi against the length, i.e. forminy_,if;. Thus, in

a corresponding estimation problem one could have estimated 1

VIIl. RELATED WORK

when0 < w; <y, € I. Hence we can write

frequencies be close to the actual frequencies, while at the same g h(zh H x7
time the estimated usage could be very different from the actual (r) ’
usage. The related problem of deriving flow length distribution -
from packet sampled flow statistics (such as those produced by - / dy h(y) (
sampled NetFlow) was considered by Duffield, Lund and Tho- y=0

(39)
icJ

I/

ieJ Y Wi=

. dwi) g(y,{w:}) (40)
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number of samples: = 10 and100. Observe excursions of up to four times (fer= 10) and two times (forn. = 100) the target mean value.

o) Y
=0 ier 7 wi=0
= [ ) 1L e Gy ] (42)
ieJ

(iii) This follows by takingh(y) = [1;c; 1/4=, (v) in (ii). g

PROOF OFTHEOREMA4: (i) By Theorem 2(iii), fori # j,

~ m~+1:1_ m+1:1
_ Elma] _ [ Xi X ] _q
= = — =
TiT; qh( (m+1))q;cj( (m+1)) “3)
43

E[z:2;]
E[7:]E[7:]

(i) Using Theorem 2(ii):

Xm+1 I
Var(z;) = a7 Var (’) (44)
th( (771+1'I))
m~+1:1
= ﬁ(ﬂxl}—g (45)
qu( (m+1:1))
= m?E[l/Qm (Z(_ni;j\{i})) —1] (46)
= E[xi(zmn gy — )] (47)
The integral form (iii) follows after integration by parig.
PROOF OFTHEOREMS5: by Theorem 2(ii)
E Y 21 (i) — @) T (48)
—1 +
qz; \Z m: i Zlm: Y] — s
_E T ( (m:I\{ })7)1( [m:I\{3}] z) (49)
F(ma\{i})
= Elzi(zm.n gy — @) 7] (50)
= Var(z;) | (51)

PROOF OFTHEOREM6: (i) Applying Chernoff bounds:

P[NZ > m] <e~ Supg~o(0m—c(6,2)) (52)

Now ¢(+, z) is convex and has derivativé:(0, z) /00 = m(z).
Hence form > m(z) the supremum in (52) can be extended to
all & € R. A similar argument boundB[N, < m] for m <
m(z).

(i) By a standard standard convex analysis (see [19]),
dJ(m, z)/Om is the inverse function ofc(d, 3)/06. Hence,
sincedc(0,2)/00 = m(z), thendJ(m(z),z)/O0m = 0. As
a supremum of convex functiond(-, z) is convex and hence
takes its minimum value uniquely ah(z). By convexity,
c(0,z) > 6m(z), and hence/(m(z), z) = 0.

(iii) follows from (i) using (15)m

Lemma 1:Let g be a positive function, ankl a differentiable
and strictly positive function of®™ that decreases tbat infin-

ity.

/WMM)<MWNW %?) (53)
PROOF OFLEMMA 1: Bya cha;géoof variables
> _ (T 9 (y)
[, oo = [ Wiy

_ 9(h"(y))
M ek ey Y
_ 9(v)
= h(UO)S;IJ)o —h’(v)l (56)

Lemma2: (i)z — nf + X /z is a decreasing function of

(0,00) onto (0, n). Hence wherm < n, the equation
nf+ X, /z=m (57)

has a unique positive solution fer which we denote by..
(i) z— X, /(m —n)is nondecreasing o.., o).
(i) m > nt forz > z,.

PROOF OFLEMMA 2: (i) z — nf + X /z is continuous at
eachz;, and decreasing otherwise.

(i) X7 /(m —n}) is continuous from the left and piecewise
constant between successive ordered value3.inety < z
be two such successive values. We show gy (m — n;f) >

Y
X7 /(m—n])leads to a contradiction. Sineg” = n; 41 and



X, =X, +y, thiswould yieIanW—X;/y > m, contradicting
(i) sincey > z..
(i) by (), X7 /2 +ntf <mforz > z,, whencen > n}. g

PROOF OFTHEOREM7: Setk = m — 1 andn = #I — 1.
According to Theorem 4,

Var(z;)

Ty

(58)

_ /:o dz Pl > 2] = /:o dz PN, > k|(59)

i i

< (2 — )T +/

min{x;,z.}

dzP[N. > k] (60)

where we have bounded the integrand abové foy 2z < z*. In
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PROOF OFTHEOREM 8:

limsup inf u,(z) < inf limsup wu.(z) (69)
n,m,X —o0 @>0 a>0p m, X —oo
14+«
— inf L= (70)
a>0 axr®

Whenz > 2., 2179 /(az®) decreases t0 asa — oo. Other-
wise, it takes it minimum when = 1/log(z /). B

Lemma 3:Letm > 3 > 0.

(i)

(%)m (;//n >mzﬁ < () 4nm.5) ()

the remainder of the proof, we establish an upper bound on & Whenn > m, k — q(n — k,m — k, 5) is increasing for

last term in (60) through a number of steps.

(i) A Chernoff BoundP[N, > k] < e~ E[¢?M=] for any6 > 0.
Now

E[e”™] [T+ (€® = Dpa () (61)
el
= " [ + (& - Dai/2)) (62)

1<z

< g.(0) =" (1+ (e — 1)as /2)" (63)

where the inequality follows from the concavity.of— log(1+
(ef —1)x/z).

(i) Least upper boundAssertion: wherx > z,, g.(0) takes its
minimum atf, > 0 where

o (=n)(z—a)

zz (n—k) (64)

yielding the following expression fay, (6.,):

< 1—a;/2 >nz(knj) ( x; )z )kn:
1f(kfnj)/nz_ (k—ni)/nz
(65)

Proof: g”(0) = €(z — 27) X, /((e! — 1)z + 2)? > 0 and
hencey., is convex, whiley (9) = 0 requires? = (k—n7)(z—
x7)/(x7 (n — k)) > 1. By Lemma 2 (iii), sincek > n], this

requiresz > X /(k —n7), or, in other wordsz > z,. (65)
then follows by substitution of (64) intg..
(iii) Using Lemma 1 withh(z) = =%, a > 0 andvg = x:

L sup z1 T, (6,) (66)

axr® z>x

/ dzP[N. > ] <

0<k<n-—bm.
(i) Whenn > m, 8 +— q(n,m, ) is increasing fob < k <
m.

PROOF OFLEMMA 3: (i)Some algebra shows that the LHS
of (3) is equal to the RHS times the quantity

exp((n — B)f(x/z, (m — B)/(n— B)))

wheref(a,b) = (1 —b)log((1 —a)/(1 —b)) + blog(a/b). But
92 f(a,b)/Ob* = —1/b(1 — b) < 0 and hencé — f(a,b) is
concave, and takes its maximum value, 0, wh¢ia, b) /0b =
0, which occurs when = b.

(i) Usinglogz > 1 — 1/,

(72)

alogq(n_ k7m_ kvﬂ)

ok (73)
B b(m —n) 1-b/(n—k)
= = Rm—h +1°g(1b/<mk))74>
b (n —m)
P— >0 (75)
(i)
dlogq(n —k,m —k, () 1-08/n
o8 —los (1—6/m> R |

(76)

PROOF OFTHEOREM9: Suppose first thdt < m. Then the
smallest power o is obtained in the single term with= m
andj = h. This term is

ot (” - h) wrm(@) (77)

m—h

1 x- \1te N where )

< = sk — 1 67

= az® 212113 (k . nj) Q(nz ’ n,, + Ofﬁ ) Ul,m(Oé) _ / dy ym72(1 o ay)nflfm (78)
1 X 1+« 0

< P (k) q(ng k= nf,1+a) (68)  From preceding remarks, it is clear we can take= 0 in

the integrand (only) without changing the dominant behavior
The last two inequalities use Lemma 3 with the substitutioms « — 0. In this limit we useu;,,(0) = 1/(m — 1).
n — n; andk — k—n}, togetherwitm = n—n} > k—n> More generally, this remains a good approximation provided
sincen > k. m 1-a)" 1" ~1,eg.,ifa(n—1-m) < 1.



Now supposeé: > m. Then each of the terms with= j
fori = m, ..., h gives rise to a term ia’. Thus the dominant
terms combine to form

As before we can setting = 0 in the integrand, in order to
obtain the behaviok/(m — 1) — 1asa — 0. g
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