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ABSTRACT

Enterprise customers are increasingly adopting MPLS (iighalt
tocol Label Switching) VPN (Virtual Private Network) sece that
offers direct any-to-any reachability among the custoniessria

a provider network. Unfortunately this direct reachapilihodel
makes the service provider’s routing tables grow very lagehe
number of VPNs and the number of routes per customer increase
As a result, router memory in the provider’s network has nee@
key bottleneck in provisioning new customers. This papeppses
Relaying a scalable VPN routing architecture that the provider can
implement simply by modifying the configuration of routensthe
provider network, without requiring changes to the rout@rdware
and software. Relaying substantially reduces the memartpfnt

of VPNs by choosing a small number of hub routers in each VPN
that maintain full reachability information, and by allavg non-
hub routers to reach other routers through a hub. DeployigigyR

ing in practice, however, poses a challenging optimizapimblem
that involves minimizing router memory usage by having as fe
hubs as possible, while limiting the additional latency ¢twéndi-
rect delivery via a hub. We first investigate the fundametetasion
between the two objectives and then develop algorithms lie@ so
the optimization problem by leveraging some unique propgibf
VPNSs, such as sparsity of traffic matrices and spatial localf
customer sites. Extensive evaluations using real traffitrioes,
routing configurations, and VPN topologies demonstraté e
laying is very promising and can reduce routing-table udagep

to 90%, while increasing the additional distances traversedddy t
fic by only a few hundred miles, and the backbone bandwidthaisa
by less tharn 0%.

Categories and Subject Descriptors

C.2.3 [Computer-Communication Network]: Network Opera-
tions; C.4 Performance of Systemf Design Studies
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Management, Measurement, Performance, Reliability
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1. INTRODUCTION

VPN service allows for enterprise customers to intercohnec
their sites via dedicated, secure tunnels that are edtaedlisver
a provider network. Among various VPN architectures, lager
MPLS VPN [14] offers direct any-to-any reachability amony a
sites of a customer, without requiring the customer to naarfull-
mesh tunnels between each pair of sites. This any-to-arghaea
bility model makes each customer VPN highly scalable and cos
efficient, leading to the growth of the MPLS VPN service at an
unprecedentedly rapid pace. According to the market rekear
IDC, the MPLS VPN market was worth $16.4 billion in 2006 and
is still growing fast [8]. By 2010, it is expected that neadi}
medium-sized and large businesses in the United State$avié
MPLS VPNs in place.

The any-any reachability model of MPLS VPNs imposes a heavy
cost on the providers’ router memory resources. Each peovid
edge (PE) router in a VPNrovider network (see, e.g., Figure 1a)
is connected to one or more different customer sites, anll @z
tomer edge (CE) router in a site announces its own addreskdlo
(i.e., routes) to the PE router it is connected to. To endbiect
any-to-any reachability over the provider network, for leaPN,
each PE router advertises all routes it received from thedCiers
that are directly connected to it, to all other PEs in the safaBl.
Then, the other PEs keep those routes in their VPN routiniggab
for later packet delivery. Thus, the VPN routing tables inrB&ers
grow very fast as the number of customers (i.e., VPNs) and the
number of routes per customer increase. As a result, routen-m
ory space required for storing VPN routing tables has becakey
bottleneck in provisioning new customers.

We give a simple example to illustrate how critical the meynor
management problem is. Consider a PE with a network interfac
card with OC-12 (622 Mbps) bandwidth that can be channelized
into 336 T1 (1.544 Mbps) ports - this is a very common intezfac
card configuration for PEs. This interface can serve up tod#86
ferent customer sites. It is not unusual that a large combasy
hundreds or even thousands of sites. For instance, a larye-co
nience store chain in the U.S. has 7,200 stores. Now, sughese
PE in question serves one retail store of the chain via onleeoT 1.
ports. Since each of the 7,200 stores announces at leasbtiasr
(one for the site, and the other for the link connecting the and
the backbone), that single PE has to maintain at least 140406s
just to maintain any-any connectivity to all sites in thismmer’s
VPN. On the other hand, a router’s network interface has a lim
ited amount of memory that is specifically designed for fasirass
look-up. Today's state-of-the-art interface card canesairmost 1
million routes, and a mid-level interface card popularlyedsor
PEs can hold at mog00 to 300K routes. Obviously, using.2%



(14, 400/200K) of the total memory for a single site that accounts tolerant to the small increase of latency, but the perceyeality

for only at most0.3% of the total capacity (1 out of 336 T1 ports) of those applications drastically drops beyond a certaiesttold
leads to very low utilization; having only4 customers that are  which can be very well specified by an absolute maximum latenc
similar to the convenience store can use up the entire ater¢ard value, rather than a ratio (i.e., stretch).

memory, while322 other ports are still available. Even if interface To solve this optimization problem, we first explore the fand
cards with larger amounts of memory become available inthe f mental trade-off relationship between the number of hulastha
ture, since the port-density of interfaces also grows, tééource cost due to the relayed delivery. Then, we propose algosttirat
utilization gap remains. can strictly limit the increase of individual path lengthslacan re-
Fortunately, in reality, every customer site typically doeot duce the number of hubs at the same time. Our algorithms iéxplo

communicate with every other site in the VPN. This is driven b some unique properties of VPNs, such as sparse traffic reatric
a number of factors including most networking applications to-  and spatial locality of customer sites. We then perform mesite

day are predominantly client-server applications, andstaeers evaluations using real traffic matrices, route advertisgroenfigu-
(e.g., database, malil, file servers, etc.) are located atv @éatral ration data, and network topologies of hundreds of VPNs atgel
locations for a customer, ant) enterprise communications typi-  provider. The results show that Relaying can reduce routbge
cally follow corporate structures and hierarchies. In facmea- sizes by up t®0%. The cost for this large saving is the increase of
surement study based on traffic volumes in a large VPN progide  individual communication’s unidirectional latency only At most
backbone shows that traffic matrices (i.e., matrices ofitrabl- 2to3 ms (i.e., the increase of each path’s length by up to a few hun-

umes between each pair of PEs) in VPNSs are typically verysgpar  dred miles ), and the increase of backbone resource utdizaty
and have a clear hub-and-spoke communication pattern [l2, 1 less thanl0%. Moreover, even when we assume a full any-to-any

We also observed similar patterns by analyzing our own flevel conversation pattern in each VPN, rather than the spargerpst
traffic traces. Hence, PE routers nowadays install moresgotiitan that are monitored during a measurement period, our algost
they actually need, perhaps much more than they frequeady.n can save more tha#0% of memory for moderate penalties.

This sparse communication behavior of VPNs motivates arout This paper has four contributions) We propose Relaying, a
interface memory saving approach tivagtalls only a smaller num- new routing architecture for MPLS VPNs that substantiadiguces
ber of routesat a PE, while stilmaintains any-to-any connectivity = memory usage of routing tableis) we formulate an optimization
between customer sitels this paper, we proposeelaying a scal- problem of determining a hub set, and assigning hubs to the re
able VPN routing architecture. Relaying substantiallyuests the maining PEs in a VPNii) we develop practical algorithms to solve
memory footprint of VPNs bgelecting a small number of hub PEs  the hub selection problem; amg we extensively evaluate the pro-
that maintain full reachability information, and by allomg non- posed architecture and algorithms with real traffic tracesting
hub PEs to reach other routers only through the hufsbe useful configuration, and topologies from hundreds of operati®fiNs.
in practice, however, Relaying needs to satisfy the follmyvie- The rest of the paper is organized as follows. Section 2 éxpla
quirements: the problem background and introduces desirable propgetttiat a

e Bounded pena|ty:The performance penalty associated with SO|uti0n Should haVe. SeCtiOn 3 pl’esents our measurermnﬂitS’e
indirect delivery (i.e., detouring through a hub) should be that motivate Relaying, and Section 4 describes our Regesn
proper|y restricted, so that the service qua“ty perceibyd proaCh. Section 5 inVeStigates the solution space with alibas
customers does not get noticeably deteriorated and that theRelaying scheme. Sections 6 and 7 formulate problems ofnigndi
workload posed on the provider's network does not signifi- Practical Relaying configuration, propose algorithms tivesdhe
cantly increase either. Specifically, bajradditional latency ~ Problems, and evaluate the solutions. We discuss the ingpitam
between communicating pairs of PEs, andhe increase of tion and deployment issues in Section 8, followed by relateck
load on the provider network should be insignificant on av- in Section 9. Finally, we conclude the paper in Section 10.
erage and be strictly bounded within the values specified in
SLAs (Service Level Agreements) in the worst case. 2. BACKGROUND

e Deployability: The solution should be immediately deploy-
able, work in the context of existing routing protocols, re-
quire no changes to router hardware and software, and be
transparent to customers.

To bound the performance penalty and to reduce the memory
footprint of routing tables at the same time, we need to ckoos 2.1 How MPLS VPN works
a .Sr!“a” number Qf hub PES.‘ out O.f all PEs, where _t_he hub PEs Layer 3 MPLS VPN is a technology that creates virtual network
originate or _recelvqrnosttrafflc within the_ VPN. _Spemflcally, we on top of a shared MPLS backbone. As shown in Figure 1a, a
formulate this requirement as the fpllowmg Optlmlzatl(mlpigm. . PE can be connected to multiple Customer Edge (CE) routers of
For each VPN whose traffic matrices, topology, and indiceCti  jiferent customers. Isolating traffic among differenttcusers is
cpnstralnts (e.g., maximum additional latency, or.totmﬂmy) are achieved by having distinct Virtual Routing and Forward{NgRF)
given, select as small a number of hubs as pogs_lbl_e, such t_hat theinstances in PEs. Thus, one can conceptually view a VRF as a vi
total number of routes installed at all PEs is minimized, le/tihe tual PE that is specific to a VPNGiven a VPN, each VRF locally

constramts ?n mdnrect rgytmgh are npt \Illlo:gtgmote;k;at, #qllke populates its VPN routing table either with statically cgofied
conventional routing studies that typically limit oversifetch (i.e., 1 ses (i.e., subnets) pointing to incident CE routers, b voutes

tne rlatio tk)]etvaeﬁn thhe length oflr:he actyal paéh gsedJOLw‘;zgi, that are learned from the incident CE routers via BGP [13erfh
the length of the shortest path), we instead bound the I these local routes are propagated to other VRFs in the sarhe VP

(or total) Iqtency of eacijividuaI p;.ith' .This s beCf%US.e an Over- ia Multi-Protocol Border Gateway Protocol (MP-BGP) [1]n&
all stretch is often not quite useful in directly quantifgithe per-

formance impact on applications along each path, and heace h  \We also use “PE” to denote “VRF” when we specifically discuss
to be derived from SLAs. Moreover, most applications arbeat about a single VPN.

In this section, we first provide some background on MPLS VPN
and then introduce terms we use in later sections. We alswibles
what properties a memory saving solution for VPNs should pos
sess. Finally we briefly justify our Relaying architecture.
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Figure 1: (a) MPLS VPN service with three PEs; two customer VPNs X, Y) exist, (b) Direct reachability, (c) Reachability under Réaying.

routes are disseminated correctly, each VRF learns albouest
routes of the VPN. Then, packets are directly forwarded fiamm
source to a destination VRF through a label-switched path {un-
nel). PEs in a region are physically located at a single P@h{P
of Presence) that houses all communication facilities énrégion.
Figure 1b illustrates an example VPN provisioned over five.PE
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We deliberately choose Relaying as a solution becausesfisat
these requirements. Relaying satisfies gobecause the provider
can implement Relaying only via router configuration chan@ee
Section 8 for details). It also meets g@abince a hub maintains
full reachability, allowing spoke-to-spoke traffic to beattly han-
dled at a hub without forwarding it to a customer site thaiisatly

Each PE’s routing table is shown as a box by the PE. We assumeconnected to the hub. Ensuring g@alhowever, shapes some de-

that PE is connected to CEwhich announces prefix PEi ad-
vertises prefix to the other PEs via BGP, ensuring reachability to
CEi. To offer the direct any-to-any reachability, each PE sore
every route advertised by the other PEs in its local VRF tabie
this example, thus, each PE keeps five route entries, le&olidg
entries in total across all PEs. The arrows illustrate ditraha-
trix. Black arrows represent active communications betwgrs
of PEs that are monitored during a measurement period, \&kere
gray ones denote inactive communications.

Specifically, our Relaying architecture aims to reduce the sf
a FIB (Forwarding Information Base), a data structure stproute
entries. A FIB is also called a forwarding table and is optiedi for
fast look-up for high speed packet forwarding. Due to perfance
and scalability reasons, routers are usually built witresaVvFIBs
each of which is located in a very fast memory on a line cadd,(i.
network interface card). Unfortunately, the size of a loa@d mem-
ory is limited, and increasing its size is usually very haune tb var-
ious constraints, such as packet forwarding rate, poweswop-
tion, heat dissipation, spatial restriction, etc. For eglansome
line-card models use a special hardware, such as TCAM (ferna
Content Addressable Memory) or SRAM [3], which is much more
expensive and hard to be built in a larger size than regulaA&
are. Even if a larger line-card memory was available, upgaédll
line cards in the network with the large memory may be extigme
costly. In MPLS VPN, a VRF is a virtual FIB specific to a VPN
and resides in a line-card memory along with other VRFs cenfig

sign principles of Relaying which we will discuss in the failing
sections. Here we briefly summarize those details and yusiEm.

Relaying classifies PEs into just two groups (hubs and spokes
and applies a simple “all-or-one” table construction pplio the
groups, where hubs maintain “all” routes in the VPN, and ggok
store only “one” default route to a hub (the details are intidact).
Although we could save more memory by allowing each hub to
store a disjoint fraction of the entire route set, such an@ggh in-
evitably increases complexity because the scheme recuices-
sistency protocol among PEs.

For the same reason, we do not consider incorporating cache-
based optimizations. When using route caching, each spike P
can store a small fraction of routes (in addition to the ditfawte,
or without the default route) that might be useful for futpecket
delivery. Thus any conversation whose destination is faarttie
cache does not take an indirect path. Despite this benefitita r
caching scheme is very hard to implement because we havedo mo
ify routers, violating goall. Specifically, we need to design and
implementi) a resolution protocol to handle cache misses, iand
a caching architecture (e.g., route eviction mechanismjing in
router interface cards. Apart from the implementation éssithe
route caching mechanism itself is generally much harderote c
rectly configure than Relaying is, violating gdalFor example, to
actually reduce memory usage, we need to fix a route caclze's si
However, a fixed-sized cache is vulnerable to a sudden iserefa
the number of popular routes due to the changes in the custome

ured on the same card. Beside the VRFs, line-card memory alsoside or malicious attempts to poison a cache (e.g., scannifg

stores packet filtering rules, counters for measuremeit,same-
times the routes from the public Internet as well, whichediively
make the FIB-size problem even more challenging.

2.2 Desirable properties of a solution

To ensure usefulness, a router memory saving architecture f
VPNSs should satisfy the following requirements.

1. Immediately deployable: Routing table growth is an im-
minent problem to providers; a solution should make use of
router functions (either in software or hardware) and nogiti
protocols that are available today.

. Simple to implement: A solution must be easy to design
and implement. For management simplicity, configuring the
solution should be intuitive as well.

3. Transparent to customers: A solution should not require

modifications to customer routers.

avoid thrashing in these cases we have to either dynamiadjlyst
cache size, or have to allow some slackness to buffer thenshur
neither is satisfactory because the former introduces texitp,
and the latter lowers memory saving effect.

Goal 2 also leads us to another important design decision,
namely individual optimization of VPNs. That is, in our Rgla
ing model, a set of Relaying configuration (i.e., the set di)u
for a VPN does not depend on other VPNs. Thus, for example,
we do not select a VRF in a PE as a hub at the expense of making
other VRFs in the same PE spokes, neither do we choose a VRF
as a spoke to make other VRFs in the same PE hubs. This design
decision is critical because VPNs are dynamic. If we allowesl
dependency among different VPNs, having a new VPN customer
or deleting an existing customer might alter the Relayingficu-
ration of other VPNS, leading to a large re-configurationrbead.
Moreover, this independence condition also allows netvaairin-
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Figure 2: (a) CDFs of the proportion of active prefixes in a VRF, (b)
CDFs of the distance to thei-th percentile closest VRF

istrators to customize each VPN differently by applyingfetiént
optimization parameters to different VPNSs.

3. UNDERSTANDING VPNS

In this section, we first briefly describes the data set used
throughout the paper. Then we present our measurementsesul
from a large set of operational VPNs. By analyzing the resuie
identify key observations that motivate Relaying.

3.1 Data sources

VPN configuration, VRF tables, and network topologyWe use
configuration and topology information of a large VPN seevic
provider in the U.S. which has, at least, hundreds of custeme
VPNSs vary in size and in geographical coverage; smaller anes
provisioned over a few PEs, whereas larger ones span over hun
dreds of PEs. The largest VPN installs more tB&n000 routes in
each of its VRFs. Specifically, from this VPN configuratiom, see
obtain the list of PEs with which each VPN is provisioned, &mal

list of prefixes each VRF advertises to other VRFs. We alsainbt
the list of routes installed in each VRF under the existingting
configuration. From the topology, we obtain the location afte
PE and POP, the list of PEs in each POP, and inter-POP distance

Traffic matrices: We use traffic matrices each of which describes
PE-to-PE traffic volumes in a VPN. These matrices are geegrat
by analyzing real traffic traces captured in the providerkbace
over a certain (usually longer than a week) period. The traffices
are obtained by monitoring the links of PEs facing the corgers

in the backbone using Netflow [4]. Thus, the source PE of the flo
is obvious, while the destination is also available from tilmenel
end point information in flow records. Unless otherwise st

the evaluation results shown in the following sections a@sell on

a week-long traffic measurements obtained in May, 2007.

3.2 Properties enabling memory saving

these results, we found out that the actual amount of mensery r
quired to store the active route set is 0819% of the total amount.
Thus, if there was an ideal memory saving scheme that pigcise
maintain only those prefixes that are used during the meamne
period, such a scheme would reduce memory usa@é 9. This
number sets a rough guideline for our Relaying mechanism.

Spatial locality of customer sites: Sites in the same VPN tend
to be clustered geographically. Figure 2b shows the digiohs

of the distance from a VRF to itsth percentile closest VRF. For
example, thebsth percentile curve shows th&0% of VRFs have
25% of the other VRFs in the same VPN with@30 miles. Ac-
cording to the50-th percentile curve, mos8{%) VRFs have at
least half of the other VRFs in the same VPN withiro00 miles.
Thus, a single hub can serve a large number of nearby PE&dead
to the decrease of additional distances due to Relaying.

PE’s Freedom to selectively install routesA PE can choose not

to store and advertise every specific route of a VPN to a CEras lo
as it maintains reachability to all the other sites (e.g. avidefault
route). Indeed, this does not affect a CE'’s reachabilitylitother
sites because a CE’s only way to reach other sites is viajaseat
PE(s) of the same (and sole) VPN backbone. Furthermore, this
CE does not have to propagate all the routes to other dovamstre
customers. However, a CE might still be connected to maltipl
PEs for load-balancing or backup purpose. In that case,aimes
load-balancing or backup goals are still achieved if allab@cent
PEs are selected as hubs or all are selected as spokes ainhe sa
time so that all the PEs announce the same set of routes tdghe C
Note that this property does not hold for the routers pastiting in

the Internet routing, where it is common for customers to lodtim
homed to multiple providers or to be transit providers thelwvess.

4. OVERVIEW OF RELAYING

The key properties of VPN introduced in the previous section
collectively form a foundation for Relaying. In this sectjowe
first define the Relaying architecture, and then introdudeildel
variations of the Relaying mechanism.

4.1 Relaying through hubs

In Relaying, PEs are categorized into two different groupgs
and spokes A hub PE maintains full reachability information,
whereas a spoke PE maintains the reachability for the cuestom
sites that are directly attached to it andiagle default routgoint-
ing to one of the hub PEs. When a spoke needs to deliver packets
destined to non-local sites, the spoke forwards the padkeits
hub. Since every hub maintains full reachability, the hudt tte-
ceived the relayed packets can then directly deliver theootmect

Through the analysis of the measurement results, we make thedestinations. Multi-hop delivery across hubs is not reeplibe-

following observations about the MPLS VPNs. These propsrti
allow us to employ Relaying to reduce routing tables.

Sparse traffic matrices: A significant fraction of VPNs exhibit
“hub-and-spoke” traffic pattern, where a majority of PE=.(i.
spokes) communicat@mostlywith a small number of highly popu-
lar PEs (i.e., hubs). Figure 2a shows the distributions@filhmber
of active prefixes (i.e., destination address blocks thaiatually
used during a measurement period) divided by the numbetaif to
prefixes in a VRF. We measure the distributions during fotfedi

cause every hub maintains the same routing table.

This mechanism is illustrated in Figure 1c. Assuming théitra
pattern shown in Figure 1b is stable, one may choosedrd PEB
as hubs. This leads t®, rather thar25, route entries in total. Al-
though the paths of most active communications remain eoiztl
(as denoted by solid edges), this Relaying configuratiomireg
some communications (dotted edges) be detoured througé, hub
offering indirect reachability. This indirect delivery obviously in-
flates some paths’ length, leading to the increase of lateti-

ent measurement periods, ranging from a week to a month. Thetional resource consumption in the backbone, and largershaar-

curves show that, for most VRFs, the set of active prefixesuishm
smaller than the set of total prefixes. Across all measurémeni
ods, roughly’80% (94%) of VRFs use only10% (20%) of the total
prefixes stored. The figure also confirms that the sets ofeptie-
fixes are stable over different measurement periods. Bygssing

ing. Fortunately, reducing this side effect is possible wbee can
build a set of hubs that originates or receive most traffitimithe
VPN. Meanwhile, reducing the memory footprint of routingles
requires the hub set to be as small as possible. In the faitpwi
sections, we show that composing such a hub set is possible.
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4.2 Hub selection vs. hub assignment a*' > a3 a3" wherea is a tunable parameter betweerand
Relaying is composed of two different sub-problerhsb selec- Linclusively, then we choose; as a hub in. o
tion andhub assignmenproblems. Given a VPN, hub selection Although we could formulate this as an optimization problem
problem is a decision problem of selecting each PE in the V&N a to determine the optimal value of (for a certain VPN or for all
a hub or a spoke. On the other handhuib assignmerproblem is ~ VPNS) minimizing a multi-objective function (e.g., a wetgt sum

a matter of deciding which hub a spoke PE should use as its de-Of routing table size and the amount of traffic volume relayid
fault route. A spoke must use a single hub consistently kscau  hubs), this approach lead us to two problems. First, it isl bade-
by definition, a PE cannot change its default route for eaffrdi ~ termine a general, but practically meaningful multi-oftiee util-
ent destination. To implement Relaying, we let each hubridee ity function especially when each of the objectives has feuifit
a default route (i.e.0. 0. 0. 0/ 0) to spoke PEs via BGP. Thus, in  Meaning. Second, the objectives (e.g., memory saving)areon-
practice, the BGP routing logic running at each PE autonaiyou Ve, making efficient search impossible. Instead, we perfou-
solves the hub assignment problem. Since all updates foighe ~ Merical analysis with varying values afand show how table size
fault route are to be equivalent for simplicity, each PE cfesthe ~ and the amount of relayed traffic volume varies across differ

closest hub in terms of IGP (Interior Gateway Protocol)afise. values. Since there are hundreds of VPNs available, exgleach
We call this model thele factohub assignment strategy. individual VPN with varyinga values broadens the solution space
In order to assess the effect of the de facto strategy on pfigh i~ impractically large. Thus we apply a commarvalue for all VPNs.

tion, we compare it with some other hub assignment schemes, i .
cluding random, optimal, and algorithm-specific assignmaine 5.2 Performance of the hub selection
randomassignment model assigns a random hub for each non-local
destination. In theoptimal assignment scheme, we assume that
each PE chooses the best hub (i.e., the one minimizing the add
tional distance) for each non-local destination. Note thiatmodel

is impossible to realize because it requires global viewawting.
Finally, the algorithm-specificassignment is the assignment plan
that our algorithm generates. This plan is realistic beeatias-
sumes a single hub per spoke, not per destination.

Performance metrics: To assess Relaying performance, we mea-
sure four quantitiesmetric-i) the number of routing table entries
reducedmetric-ii) the amount of traffic that is indirectly delivered
through hubsmetric-iii) the sum of the products of traffic volume
and additional distance by which the traffic has to be dethuaad
metric-iv) the additional distance of each conversation’s forwaydin
path. For easier representation, we normalize the firsethmetrics.
Metric-i is normalized by the total number of routing entries before
Relaying, metric-ii is normalized by the amount of total traffic in

5. BASELINE PERFORMANCE OF the VPN, andnetric-iii is normalized by the sum of the products of
traffic volume and direct (i.e., shortest) distance. We istestly
RELAYING use these metrics throughout the rest of the paper.

To investigate fundamental trade-off relationship betwéee The meanings of these metrics are as followirgstric-i quan-
gain (i.e., memory saving) and cost (i.e., increase of patlgths tifies our scheme’gain in memory saving, whereasetric-ii, iii
and the workload in the backbone due to detouring), we first ex andiv denote itscost Specifically,ii andiii show the increase of
plore a simple, light-weight strategy to reduce routingdab De- workload on the backbone. On the other haivdshows the la-
spite its simplicity, this strategy saves router memoryssaitially tency inflation of individual PE-to-PE communications. Blohat
with only moderate penalties. Note that the Relaying sclsewe we measure the latency increase in distance (i.e., milesuse, in
propose in later sections aim to outperform this baselimeaazh. the backbone of a large tier-one network, propagation detag-

. ) inates a path latency. Due to the speed of light and attemati
5.1 Selecting heavy sources or sinks as hubs  a mile in distance roughly correspondsitb.5 usec of latency in

The key problem of Relaying is building a right set of hubst-Fo  time. Thus, increasing a path length 1§00 (or 435) miles lead to

tunately, spatial locality of traffic matrices hints us thatcing a the increase of unidirectional latency roughly bl5 (5) msec.

spoke PE to communicate only through a hub might increase-mem Relaying results: Figure 3a shows the gain and cost of the ag-
ory saving significantly, without increasing the path lérggpf most gregate volume-based hub selection scheme across diffelees
conversations. Thus, we first investigate the following@erhub of the volume thresholdv. As soon as we apply Relaying (i.e.,
selection strategy, namebggregate volume-based hub selection « > 0), all three quantities increase because the number of hubs
leveraging the sparsity of traffic matrices. decreases as increases. Note, however, that the memory saving

Fora PEp; in VPN v, we measure the aggregate traffic volume to increases very fast, whereas the amount of relayed trafficitan
and from the PE. We denoté” to be the aggregated traffic volume  volume-mile product increases modestly. If we assume a amp
received byp; from all customer sites directly connectedio and utility function that is an equally weighted sum of the megnsav-
a?"* to be the aggregated traffic volume sent/ayto all customer ing and the relayed traffic volume, the utility value (i.hetgap
sites directly attached tp;. In VPN v, if ai® > azj a§-” or between the gain and the cost curves) is maximized wheige



around0.1 to 0.2. Whena passe®.23, however, the memory sav-
ing begins to decrease fast because a large valudaifs to select
hubs in some VPNs, making those VPNs revert to the directreac
ability architecture between every pair of PEs. This alsé@sahe
cost values decrease as well.

Figure 3b shows how different hub assignment schemes affect
the cost (specifically, the increase of workload on the bankb
manifested by the sum of the products of volume and additiisa
tance). Note that we do not plot the gain curve because itirmma
identical regardless of which hub assignment scheme weRirse,
the graph shows that the overall workload increased by Reday
with either the de facto or the optimal assignment is gehelalv
(less thanl4% for any«). Second, the de facto assignment only
slightly increases the workload on the backbone (aro2ftd in
the sweet spot)(1 < « < 0.2), compared to the optimal (but
impractical) scheme. The increase happens because thetde fa
scheme forces a spoke to use the closest hub consistertiyhan
closest hub might not be the spoke’s popular communicatéar. p
Nevertheless, this result indicates that choosing theestdsub is
effective in reducing the path inflation.

Although the sum of the volume-mile products is reasonably
small, the increased path lengths can be particularly metrtal
to someindividual traffic flows Figure 3c shows, for all commu-
nicating pairs in all VPNs, how much additional distances fte-
laying scheme incurs. The figure shows latency distribstiwhen
using Relaying (withoe = 0.1) for three different hub assignment
schemes: optimal, de facto, and random. For example, when us
ing Relaying with the de facto assignment scheme, rou@h%
of the communicating pairs still take the shortest pathsereas
around94% of the pairs experience additional distances of at most
1000 miles (i.e., the increase of unidirectional latency by upt®
msec). Unfortunately this means that so6% of the pairs suffer
from more thanl000 miles of additional distances, which can grow
in the worst case larger th&900 miles (i.e., additiona0 msec or
more unidiretionally). To those communications, this bd®elay-
ing scheme might be simply unacceptable, as some applicatio
quality may drastically drop. Unfortunately, the figureakhows
that even the optimal hub assignment scheme does not helpimuc
reducing the particularly large additional path lengtfie.remove
the heavy tail, we need a better set of hubs

6. LATENCY-CONSTRAINED RELAYING

Relaying requires spoke-to-spoke traffic to traverse airéatl
path, and therefore increases paths’ latency. Howevery &N
applications such as VoIP are particularly delay-seresitiad can
only tolerate a strictly-bounded end-to-end latency (eup to
250 ms for VoIP). SLAs routinely specify a tolerable maximum
latency for a VPN, and violations can lead to adverse busioes-
sequences, such as customers’ loss of revenue due to lmdises
ruptions and corresponding penalties on the provider.

The simple baseline hub selection scheme introduced in Sec-
tion 5 does not factor in the increase of path latencies duelay-
ing. Thus, we next formulate the following optimization ptem,
namely latency-constrained Relaying (LCR) problewf which
goal is to minimize the memory usage of VPN routing tables sub
ject to aconstraint on the maximum additional latency of each
path Note that we deliberately bound individual paths’ addi&ib
latency, rather than the overall stretch, because guasiagte cer-
tain hard limit in latency is more important for applicat&onFor
example, increasing a path’s latency fréhmsec (a typical coast-
to-coast latency in the U.S.) %0 leads to the stretch of only,
whereas the addition80 msec can intolerably harm a VoIP call's
quality. On the other hand, increasing a path’s latency feamsec

Server side

User side

Figure 4: A sample serve-use relationship

to 10 may be nearly unnoticeable to users, even though the stretch
factor in this case i8.

6.1 LCR Problem formulation

We firstintroduce the following notation. L&t denote the set of
PE routersP = {p1, p2, ..., pn } iIn VPN v. We define two matrices
: i) Conversation matribxC' = (c;,;) that captures the historical
communication between the routersiy wherec; ; = 1if i # j
andp; has transmitted traffic tp; during the measurement period,
andc;,; = 0 otherwise; andi) latency matrixL = (I; ;) wherel; ;
is unidirectional communication latency (in terms of dista) from
pi t0 p;. li; = 0 by definition. LetH = {h1,...,hm} (m < n)
be a subset oP denoting the hub set. Finally, we define mapping
M : P — H that determines a hub; € H for eachp; € P.

LCR s an optimization problem of determining a smallést
(i.e., hub selection) and a corresponding mappgifdi.e., hub as-
signment), such that in the resulting Relaying solutioergwom-
munications between a pair of VRFs adhere to the maximum al-
lowable additional latency (in distance) threshéld-ormally,

min  |H]|
s.t.  Vs,dwhosecsq = 1,
Lo, nres) + Uaegsy,a — ls,a <0

Other variations of the above formulation include boundéig
ther the maximum total one-way distance, or both the additio
and the total distances. In this paper, we do not study thasa-v
tions due to the following reasons. First, bounding the thofatl
distance is a stricter condition than bounding only theltdis-
tance is. Thus, our results in the following sections previalver
bounds of memory saving and upper bounds of indirection lpena
ties. Second, when bounding total and additional distaribedo-
tal distance threshold must be larger than the maximum tilise
tance. However, this maximum direct distance often redudis
a small number of outlier conversations (e.g., commurocabie-
tween Honolulu and Boston in the case of the U.S.), making the
total distance bound ineffective for most common convéssat

Considering the any-to-any reachability model of MPLS VPNs
we could accommodate the possibility that any PE can peténti
communicate with any other PEs in the VPN, even if they hate no
in the past. Thus, we can solve the LCR problem usifiglanesh
conversation matriC/ ! = (c/4"), whereVi, j (i # j) /4" =
1, ¢[¥"" = 0. There is trade-off between using the usage-based
matrices () and full-mesh matrices@“"). Using Cf*! im-
poses stricter constraints, potentially leading to lowenmry sav-
ing. The advantage of this approach, however, is that theshlgz-
tion would be oblivious to the changes in communicationgratt
among PEs, obviating periodical re-adjustment of the httb se

Unfortunately, the LCR problem is NP-hard, and we provids th
proof in the extended version of this paper [10]. Hence, veppse
an approximation algorithm explained in the following settson.

6.2 Algorithm to solve LCR

In this section, we outline our solution to th€R problem. The
pseudo-code of this algorithm is also given in our extended v
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sion [10]. We solve a LCR problem through a two-staged approa
The first stage buildserve-useelationships among PEs. Given a
pair of PEs(p;,p;) € P, we say thap; canservep;, or con-
versely, thatp; canusep;, if all conversations inC' from p; to
other PEs in the VPN can be routed yiaas a hub without vio-
lating the latency constraint. For each PEin P, we builds two
sets:i) theservesetS; composed of PEs that can serve as a hub,
andii) theusesetU; composed of PEs that, as a spoke, can use
for relaying. The serve-use relationships among PEs careje r
resented as a bipartite graph. Figure 4 shows a sample sseve-
relationship graph of a VPN with five PEs. Each node on the left
bank represents; € P in its role as a possible hub, and on the
right bank, each node represeptdn its role as a potential spoke.
The existence of serve-use relationship betwgenp;) € P is
represented by an edge betwegron the left bank ang; on the
right bank.

Our original LCR problem now reduces to finding the smallest
number of nodes on the left bank (i.e., hubs) that can sereg/ev
node on the right bank. This is an instance of the set coves-pro
lem, which is proven to be NP-complete [9], and we use a simple
greedy approximation strategy to solve this. At each stepl CR
algorithmi) greedily selectg; from the left bank whose serve set
S; is the largestji) removep; from the left bank;ii) remove all
p; (4 € S;) from the right bank and update the mapping function
M to indicate thap;'s assigned hub ig;, andiv) revise the serve-
use relationships for the remaining PEs in the graph. Theebo
step is repeated until no PE remains on the right bank.

The LCR algorithm can be easily extended to solve the alter-
native problems mentioned above (i.e., bounding totahtateor
both additional and total latency) only by re-defining thenaaetics
of “serve” and “use” relationship. Note also that the LCRaalg

curves are generated with the same hub set. For some spoke PEs
the hub determined by the LCR algorithm might be differentfr

the closest hub that the de facto assignment scheme woutdeho
Thus, when one uses the hub sets selected by the LCR algorithm
accompanied with the de facto hub assignment scheme, saree pa
of PEs might experience additional distances larger tharhis is

why solid lines always conform th#values, whereas dotted lines
have tails extending beyond theta.

However, the fraction of PE pairs experiencing additional d
tances larger thad is small. We re-scale Figure 5a to magnify
the tails and present it as Figure 5b. For a reasonable vdlée o
(e.g., additionakl00 miles, which are commensurate wishmsec
increase in latency), only.3% of PE pairs experience additional
distances larger thah Meanwhile, the fraction of pairs exposed to
unbearably larger additional distances (el§Q0+ miles, or more
than11.5 msec in latency) is only.2%, which amounts to a few
tens of pairs. These results suggest that in practice, asinaitors
can use the simpler de facto assignment scheme in generahand
configure only those small number of exceptional PEs as per sp
cific assignment plans dictated by the LCR algorithm.

Memory saving: We next investigate the memory saving from our
latency constrained hub selection. Figure 5¢ shows the (@ain
memory saving) and cost (i.e., the increase of workloaderbrck-
bone) under LCR for a range éf Both the gain and cost curves
increase withY because a larger value 6fmakes it possible for a
smaller number of hubs to serve all the spokes.

The results convey a number of promising messages. For exam-
ple, to achieve roughlpy0% memory saving, a conversation (i.e.,
VRF pairs) need to tolerate additional distance of only upo
miles, which corresponds to the increase of unidirectidaigncy
by just3 ms. Moreover, when conversations can bear at masd

rithm assigns a single hub for each spoke PE, and each spoke PEyjles of path inflation, Relaying can reduce routing tablemogy

is assumed to use the single hub consistently for all packéiss,
the hub assignment plan generated by the LCR algorithm ieimp
mentable, if not as simple as the de facto assignment schaseel b
on BGP anycasting as described in Section 4. For exampleNa VP
provisioning system can configure each spoke PE’s BGP psdoes
choose a specific route advertisement from a correspondibg h

6.3 Solutions with usage-based matrices

We run the LCR algorithm individually for each VPN. The re-
sults shown in later sections are the aggregate of indiVvisiola-
tions across all VPNs.

Bounding additional distances:Figure 5a shows the CDFs of ad-
ditional distances of all conversation pairgiracross all VPNs for
varying 6 values. Solid lines show the additional distance distribu-
tions when using the algorithm-specific hub assignmentsitats
(i.e., assignment plans computed by the LCR algorithm),redee
the dotted lines represent the distributions when spokech&sse
the closest hubs in terms of the IGP metric (i.e., the de fagtoas-
signment). Note, however, that for a givénboth solid and dotted

by roughly88%. Note that this amount of memory saving is only
8% worse than that of the ideal memory saving scheme mentioned
in Section 3.2, and is better than that of the aggregate wlbased
scheme (Figure 3a) with any choices of the volume threshold

A surprising result is that, even if we do not allow any aduil
distance (i.e.f = 0), the relaying scheme can reduce routing ta-
ble memory consumption by around a heids. By specifically
analyzing these penalty-free cases, we found out threemsdsr
this huge, free-of-charge benefit. First, a significant nendf PEs
communicate mostly with a hub PE. In the case of the trafficsgho
source or destination is a hub, our relaying scheme doesitrot i
duce any additional distance penalty as long as the hubsoare ¢
rectly identified and assigned. This case accounts for fgutiivo
of the entire penalty-free conversations. Second, a hulscare-
times be located on the shortest path from a source to a d#etin
(38%). For example in the United States, relaying traffic betwee
San Diego and San Francisco through Los Angeles might not inc
any detour in effect because physical connectivity betwhertwo
cities might be already configured that way. Third, for asility
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purposes, a VPN is often provisioned over multiple PEs ke ait
the same POPL{%). Thus if one of the PEs in a POP is chosen

usage-based matrices. We also confirmed that the lengtimslief i
vidual paths are correctly bounded witltirfor all cases.

as a hub, all the other PEs at the same POP can use the hub PE for For network administrators, these full-mesh results aréqa

relaying and avoid any (practically meaningful) distaneaatties.
Indirection penalty: Figure 5¢ shows that the latency-constrained
Relaying requires substantially more traffic to be relayeahpared

to the base line relaying scheme shown in Figure 3a. (Note tha

we use the same metrics described in Section 5.2.) This is be-

cause the LCR algorithm does not take into account the velati
traffic volumes associated with the different PE-to-PE eosa-
tions while making either the hub selection or hub assigrirden

larly encouraging for the following reasons. First, everewltus-
tomers’ networking patterns drastically change from tadaub-
and-spoke style to a more peer-to-peer-like style (e.g.pdiya-
sively deploying VoIP or P2P-style data sharing appliaat)o the
relaying scheme can still save significant amount of men®eg-
ond, it has the additional attraction that the relaying sofuneeds
to be computed and implemented only once and for all. There
would be no need to track the changing conversation matrices

cisions; the LCR algorithm selects a PE as a hub as long as thelike the usage-based case.

PE can relay the largest number of other PEs without viaigtire
latency constraint. However, Figure 5c also shows that tme s
of the relayed volume and additional distance products isla r
atively small compared to the corresponding sum of the velum
and direct distance products. This is because, even whayimgl
is needed, the algorithm limits the additional distancdsvo¢he
small § values. Hence, thpractical impactof relaying (e.g., the
increase of resource usage in the provider network) is mash |
severe than it is suggested by the sheer amount of relay#id.tra
Also, we confirmed that using the de facto hub assignmerterat
than the LCR algorithm’s hub assignment plan, increasesghe
gregate costs very little. This is because the LCR algorittues
not necessarily choose heavy sources or sinks as hubs)deaviy
little room to improve/worsen the indirection penaltiea different
hub assignments.

6.4 Solutions with full-mesh matrices

We next consider the performance of the LCR when using the
full-mesh conversation matrices. Figure 6a shows the gaihtlae
cost curves. While we select the hubs based on the full-mesh m
trices, to evaluate the penalties due to relaying we useitteri
cal PE-to-PE conversations (including volumes) that araitoced
during the measurement period (May 13 - 19, 2007).

The results are encouraging, even though the conversatizon m
trices are much denser in this case. At the expense of imguad-
ditional distances of up to rough#80 miles (corresponding only
to roughly5 ms in unidirectional latency), we can reduce the mem-
ory consumption by nearly0%. Interestingly, we can still save
roughly 23% of memory even with no additional distance. This
is is because, given a PE, it is sometimes possible to havdé a hu
lying on every shortest path from the PE to each other PE. ¥or e
ample, on a graph showing the physical connectivity of a ViPN,
a spoke PE has only one link connecting itself to its neighéod
the neighbor is the hub of the spoke PE, delivering traffiotlgh
the neighbor does not increase any paths’ lengths origigditom
the spoke PE. We also note that the aggregate costs (i@&ygecel
traffic volume and its volume-mile product) are slightly veed
compared to the results derived from usage-based matiitesis
because hub sets for full-mesh matrices are bigger thare tfoos

6.5 Robustness

We next explore how our solution performs under traffic dynam
ics. Figure 6b shows the results when we appfixedsolution set
derived from the traffic measurements in a particuterdelweek
(May 13 - 19, 2007) to the traffic fa¥ differenttestweeks in May
to August, 2007. We assume that VRFs added later on after the
model week maintains full reachability.

The solid curves in Figure 6b depict the aggregate cost guhie
test weeks. We apply the usage-based solutions — both theehub
lection and assignment results — from the model week to #iédr
matrices of the test weeks. Error bars represent the maxiaman
minimum cost across afl weeks with each value @ whereas the
curve connects the averages. For comparison, we also plabit
curves for the model week using dotted lines. We do not plet th
gain curves because we use the same hub set for all the weeks. T
results are promising; the aggregate cost curves for thevesks
are close to those of the model week for all choice8 ekcept0.
The exception wheA = 0 occurs because the strict latency con-
dition leads to a solution set that is very sensitive to trgfittern
changes. The tight error bars show that the aggregate csisthike
with little variance across the test weeks. We found similar re-
sults with the full-mesh solution of the model week, and otfmé
graphs in the interest of space.

Figure 6¢ shows the distribution of additional distancesmive
apply the usage-based solutions from the model week to ahe (J
23 - 29, 2007) of the test weeks. The solid lines show the it
distances when we use both the hub selection and assigntaest p
of the model week. The dotted lines represent the distanbes w
combining the hub selection results with de facto hub assegn.
The graph is similar to Figure 5a, meaning that the siteittota-
tency distribution remains fairly stable over the test weelow-
ever, the fraction of communication pairs whose additiatistance
is larger than the specifigincreases by at mo8#s, leaving heav-
ier tails. Note that, due to traffic dynamics, just using tib las-
signment results of the model week (i.e., solid curves) duzs
guarantee the conformance @dn subsequent weeks because the
conversation matrix changes. However, the fraction of stagdes
is small. In the case df = 400, only less thar2.5% of conver-
sation pairs do not meet the latency constraint. We verified t
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these tails are removed when using the full-mesh solutiérikeo
test week. In conclusion, the latency-constrained hulrgeteand
assignment scheme generates robust solutions.

7. LATENCY-CONSTRAINED,
VOLUME-SENSITIVE RELAYING

In addition to bounding additional latency within a threlshove
also want to reduce additional resource consumption in #ok-b
bone required for Relaying. We view the sum of volume and ad-
ditional distance products is one of the relevant metrianéasure
the load a backbone has to bear. This requirement motivates a
other optimization problem, namelgtency-constrained, volume-
sensitive Relaying (LCVSR)

7.1 LCVSR Problem formulation

To formulate this problem, we define a volume matlix =
(vi,;) of a VPN wherev; ; denotes the amount of traffic volume
thatp; sends tg;. Obviously,v; ; = 0 whene; ; = 0. Now we
consider the following problem:

min - [H|, > v, 4 s,d - (Ls,ms) + Dar(s),a = ls,a)
s.t.  Vs,dwhosecs 4 =1,
Lo, nresy + Uaegsy,a — ls,a <0

To provide robust solutions for the worst case, we can also ut
lize the full-mesh conversation matrix/“!*. Note, however, that
we still need to use the usage-based volume méfrixs well be-
cause we cannot correctly assume the volumes of the cotieersa
that have never taken place. Thus, a hub set generated Hpithis
mulation can serve traffic between any pairs of PEs withool
ing the latency constraint, and keeps the amount of relagkane
relatively small as long as the volume matrices consideredian-
ilar to the usage-based matrices. Hence, assuming thatitine f

Our algorithm for LCVSR works similarly to the algorithm
for the LCR problem. Thus, the first stage of the algorithm
builds the same serve-use relationships among PEs. Hawever
during the process, the algorithm also computgzenalty value
for each PE. The penalt); of PE p; is defined to be the sum
of the volume and additional distance products of all conver
sations inC, assumingp; is a sole hub in the VPN. That is,
Xi = >y, gVs,d- (lsi +li,a — ls,q). Figure 7 illustrates a sam-
ple serve-use relationship graph with five PEs, where eacis PE
annotated with its penalty value. With these serve-usé¢ioalships
along with penalties, the algorithm chooses hubs.

Due to the two conflicting objectives, at each run of the hub se
lection process, the algorithm has to make a decision tlaices
either one of the two objectives, but not necessarily botle. dé&-
sign our algorithm to choose a PE from the server side (ihe, t
left bank) that hathe smallest penalty valueather than the largest
serve set size. The intuition behind this design is that simap
a PE with the smallest penalty is often conducive to redubiwiy
objectives, if not always. By definition, a penalty valiie of PEp;
decreases when each product (8.4 - (Is,: +1i,a—s,4)) becomes
smaller. Now suppose a PE that communicates with a large @aumb
of other PEs; we call such a PE has a higlan The penalty of the
high-span PE is usually lower because the high-span PE ikeon t
shortest path of many conversations, making many of thenvelu
distance products zero. Thus, our algorithm tends to chéése
with higher spans. The key is that, fortunately, a PE withghbr
spanalso has a large serve set (i.&;) because it can serve as a
hub a large number of PEs it communicates without violathmy t
additional distance constraint. The remaining part (reimgpyihe
chosen PE, and revising the serve-use relationships) iisiodé to
the previous algorithm. We repeat the process until no PEiesn
on the user side.

7.3 Solutions with usage-based matrices

The benefit of LCVSR over LCR is shown in Figure 8a. The
figure indicates that LCVSR algorithm significantly reduaedi-
rection penalties compared to the LCR algorithm. The amofint
relayed traffic volume increases much more slowly than dogih
the LCR algorithm and never exceét% of the total volume for
any# below1000 miles. In comparison, in Figure 5c, the same cost
curve lies above thé0% line for almost alb, reaching nearly0%

communication between two PEs who have never spoken to eachwhenf = 1000. This decrease in relayed volume also reduces the

other in the past generates relatively small amount of traffiis
full-mesh solution might still work effectively.

7.2 Algorithm to solve LCVSR

We outline our LCVSR algorithm in this section. The pseudo-
code is given in [10]. Minimizing H| conflicts with minimizing
sz,d Vs,d * (Is,a1(s) + las(s),a — ls,a), making the problem hard
to solve. For example, to reduce the additional resourcewop-
tion to zero, every PE should become a hub, leading to the-maxi
mum value of H|. Note, however, that this does not mean that the
additional resource consumption can be minimized only &odly
the hub set is maximal. In fact, for somg it is possible to mini-
mize the additional resource consumption with a very siié]l—
one trivial example is the case where there is only one pofRia
and all the other PEs communicate only with the popular PE. Al
though we cannot minimize both the objectives at the sameitim
general, coming up with a unified objective function compmbsé
the two objectives functions (e.g., a weighed sum of the thje@
tives) is not a good approach either because the two obgsatiarry
totally different meanings. Thus, we propose a simple Is¢iarto
build a reasonably small hub set that reduces the relayemnel

sum of volume and additional distance products. For a redsen
choice off (e.g.,400 miles), the sum of the volume and additional
mile products is onlyl.2% of the corresponding total.

Figure 8a also shows the LCVSR can still substantially reduc
router memory usage, and also that the amount of memorygavin
is marginally lower than the results of LCR. Specificallycapar-
ison with Figure 5c reveals that the saving for eddis lower by
only 1 to 3%. While, the lower saving is somewhat expected given
that LCVSR does not explicitly aim to minimizé/|, the small dif-
ference in saving suggests that the LCVSR is still very éffedn
identifying memory-efficient solutions.

In conclusion, the LCVSR scheme results in very modest in-
crease of backbone workload, while enabling dramatic mgmor
saving. We also confirmed that combining the LCVSR with the
simpler-to-implement de facto assignment scheme, instéalde
assignment dictated by the algorithm, marginally affeloésaggre-
gate cost.

We also note that the distribution of path lengths is biaged t
wards lower values for the LCVSR compared to the LCR, as evi-
denced by comparing the each CDF curve in Figure 8b to the cor-
responding curve in Figure 5a. In particular we note thatdfioy
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Figure 8: LCVSR performance (a) Gain and cost (withC), (b) CDF of additional distances (withC') (c) Gain and cost (with C'/#!t)

givend, a significantly larger fraction of communications have no
path inflation. This reduced inflation is probably a consegeeof
the LCVSR algorithm tending to choose PEs with higher spd&n va
ues, rather than those PEs whose locations are qualifiedve ae
larger number of other PEs, as hubs. Using the de facto assign
scheme, however, also adversely impacts a few (8.9% of the
total communication pairs in the caseff= 400) individual pairs,
leading to the increase of additional distances beybnd

7.4 Solutions with full-mesh matrices

Here we compare LCVSR with LCR, both using full-mesh con-
versation matrices. Recall that a full-mesh conversatiairin of
a VPN factor in the latency for conversations between evdty P
pair. Hence, for a given PE, the number of hub PEs that camserv

we do not show them to save space. Despite the increase pédela
traffic volume, we confirmed that the distributions of adutital dis-
tances during the test weeks are similar to those of the teskw
(i.e., curves in Figure 8b), except that tails become diyditavier

in a similar fashion shown as in the LCR results (Section & a
Figure 6c¢).

The fact that the distributions of the additional distandeshot
change much over the test weeks might seem to be conflictiting wi
the fact that the aggregate relayed volume significantlyeiases
during the test weeks. By manually investigating the trgbfat-
terns of the model and test weeks, we figure out that this heppe
because conversation matric€g @re more stable than volume ma-
trices (L) are. For example, suppose RE communicates with
PE p2 during the model week (i.eci,» = 1), and bothp; and

the given PE tends to be smaller than the corresponding numbe p, are not hubs (i.e., traffic fromp; to p2 is relayed). Note that

with the usage-based conversation matrix. This in turn estyy
that hub sets are generally larger in the full-mesh cases ihiti-
ition is confirmed in Figure 8c which shows that the hub se¢ siz
indeed increases. However, we can still save a substaxtisd
75% of memory for reasonable values 6fin the few hundred
miles range. This corresponds to marginally lower (abiout5%)
memory saving compared to the LCR algorithm (see Figure 6a).
On the other hand, the cost of Relaying reduces significamitier
LCVSR (about0% in terms of the amount of relayed volume, and
75 t0 95% in terms of the sum of volume and additional distance
products) compared to LCR.

7.5 Robustness

We next evaluate how a specific LCVSR solution (i.e., a hub se-
lection and assignment results generated by the LCVSRitigor
performs as conversation and volume matrices change aver ti

during the test weeks traffic from; to p. never experience ad-
ditional distances larger thahbecause our algorithm guarantees
this for all pairs of PEs who communicated during the modedkve
Now let us consider the volume » of the traffic fromp; to p».
Whenwv; 2 increases during the test weeks, comparea:te of
the model week, the fraction of the relayed traffic volumeirmiyr
the test weeks eventually increases, leading to the effestrs in
Figure 9 without affecting the additional distance disitibns.

8. IMPLEMENTATION AND

DEPLOYMENT
Implementing relaying is straightforward and does notddtrce
complexity into the existing VPN infrastructure. Given & sé

hubs for each VPN, network administrators can easily mégiram
the conventional VPN architecture to the relaying architezonly

We use data from the same model and test weeks as in Section 6.5by slightly modifying PE routers’ configuration. Meanwhilee-

Figure 9 presents the aggregate cost during the test wedks wi
the solid curves and error bars. We apply the usage-baseticsol
(both hub selection and assignment results) derived frenmtbdel
week to the conversation and volume matrices of the test sveek
For comparison, dotted curves show the correspondingdntion
penalties for the model week. First, the figure shows thairihe
crease of backbone workload (i.e., the sum of volume and- addi
tional distance products), while still higher than the madeek, is
quite small and has low variability. For all valueségfthis quantity
remains belowi 2% (below9% whenf < 800). Hence, the actual
additional network load in the test weeks is still very lovowver,
the results also indicate that the amount of relayed trailame
itself can be substantially higher in the test weeks congptréhat
in the model week. For example fér= 400, the relayed volume
is higher by17 to 106%, depending on weeks. This higher and
markedly variable amount of relayed volume can be attrithuite
the fact that LCVSR uses the traffic matrix of the model weeksin
hub selection, and that different weeks will have some biita
in the volumes of common conversation pairs. Similar resait
found when using the full-mesh solutions of the model week, b

laying traffic through a hub is handled solely by the hub, with
affecting the CEs or links that are incident to the hub. Meezp
both initial deployment and periodic re-adjustment of Riglg do
not incur any service disruption.

8.1 Implementing Relaying with BGP

PE routers use BGP to disseminate customer prefixes. For scal
ability, PE routers multiplex route updates of differentNdgover
a set of shared BGP sessions established among the PEs$iorsola
between different VPNs is then achieved wiate targets(RTs)
andimport policies Specifically, all routes of VPN are tagged
with its own route targeRR7;, when they are advertised. When PEs
receive route updates tagged wiltY),, they import those routes
only into p's VRF tableV RF, as dictated by’s import policy.
Note that implementing this conventional VPN routing atetiure
requires only one RT and one import policy for each VPN.

Our Relaying scheme can be easily implemented by introducin
in each VPNi) two RTs to distinguish customer routes from the
default routes@. 0. 0. 0/ 0), andii) two different import policies
for hubs and spokes. This mechanism is illustrated in Fidire
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Each PE — regardless of whether it is a hub or a spoke — in VPN
p advertises customer routes tagged withy;. Additionally, each
hub inp advertises a default route tagged WRT;I. Upon re-
ceiving updates, a spoke PE imports routes taggedmﬁ only,
whereas a hub PE imports routes tagged with; only. As a re-
sult, a VRF tableLV'RF;”"’Ce at a spoke PE is populated only with
the default routes advertised by other hubs and the routdiseof
locally-attached customer sites. Contrastingly, a huliRF\table
VRF}"™" contains all customer routes in the VPN. Note that this
routing architecture ensures for a hub to directly handlayed
traffic without forwarding it to a locally-attached custonsite be-
cause hubs maintain full reachability information. Heniceple-
menting Relaying does not require any modification to custsm

VPN p
VR_F]’HA/Y
i i < prefixl, RT, >
prefix1 <0.0.0.0/0, RT,”>
prefix2| & < prefix2, R7,0 >

VRE rote
< prefix2, R7,(> <-—

0.0.0.0/0
<0.0.0.0/0, RT,”>—»| prefix2

Sitel
prefix1
Site2
prefix2
J

Figure 10: BGP configuration for Relaying

out of those chosen for a window are also chosen as hubs iolthe f
lowing window. The results are shown in Table 1. Overall,ind
sets are quite stable; more th@4Pb (91%) percent of PEs chosen
for a week (month) remain as hubs in the following week (manth
The results also confirms the followingg: Using a smaller mea-
surement window (i.e., a shorter re-configuration interesisures
higher stability,ii) full-mesh solutions are more stable than usage-
based solutions, ariil) the LCR solutions are more stable than the
LCVSR solutions.

Table 1: Proportions (in percentage) of hubs that remain as
hubs across two windows (averaged across all windows aridl
[ [[ LCR-usage| LCR-full [ LCVSR-usage] LCVSR-ull]

964 [ 992 | 943 | 984 |
912 | 978 | 910 | 973 |

[ weekKly ]
| monthly {]

The mechanism described above naturally implements the deAVa”abl'lty One concern about utilizing Relaying is the potential

facto hub assignment scheme because each spoke indiyideall
lects the closest hub in terms of IGP metric. However, to @npl
ment a specific hub assignment plan that our algorithm geagra
we need to customize the import policy of each spoke’s VRiedif
ently. There may be multiple options enabling such custation,
including local preference adjustment.

Unfortunately there is one exceptional case where thisampl
mentation guideline should not be directly applied. Whernus: ¢
tomer site announces the default route on its own (to prolvité-
net gateway service to other sites, for example), the PEemiad
to the customer site must be chosen as a hub regardless of our a
gorithm’s decision. By comparing our algorithms’ resultghathe
VPN routing configuration, we found that mo$t7(2%) PEs that
are connected to those default-route-advertising sitesaayway
chosen as hubs because those sites usually have higherapan v
ues or generate/receive large amount of traffic volume. Tthes
penalty due to those exceptional cases are very low.

8.2 Managing Relaying-enabled VPNs

Run-time complexity: The complexity or our algorithms i@ (n?)

per VPN wheren is the number of PEs in a VPN. A sparse usage-
based traffic matrix often allows much better run times ircpca

— O(n?) especially when each spoke communicates with a small
constant number of hubs. Actually, given hundreds of VPNhea
of which spans some tens to hundreds of PEs, running our pro-
totype script with usage-based traffic matrices measured ane
week takes less than an hour. With full-mesh matrices, thepte-

tion time goes up to tens of hours. Thus, assuming a simpliégeon
uration automation tool set [5], running our algorithms aodre-
spondingly re-configuring PEs can be easily performed asekhye
management operation. With further optimization (e.gdikeg in

C language), daily adjustment might be possible as well.

Reconfiguration overhead: To assess the incremental re-

decrease of availability due to the small number of hubs. Wire
of the multiple hubs in a VPN goes down, our Relaying scheme
ensures that each spoke using the unreachable hub immgdiate
switches over to another hub. Thus, by having at least twa hub
located at different POPs, we can significantly increase &'SYP
availability. Although our hub selection algorithms do wohsider
this constraint (i.eH| > 2), most large VPNs almost always have
multiple hubs anyway98.3% of VPNs which are provisioned over
more thanl0 PEs have at lea8thubs. Moreover, our algorithms in
itself ensure that each of those hubs are located at diff@eirs.
Nevertheless, extending the algorithms to explicitly dadn this
additional constraint for every VPN is also straight fordiavWhen
the algorithm chooses only one hub for a VPN, we can make the
algorithm additionally choose the second best hub in terhibeo
algorithm’s hub selection criterion that does not residthensame
POP as the first hub. We modified our algorithms this way and mea
sured memory saving effect. The reduction of memory savirg d
to this modification was only).5% at most, and this penalty de-
creases ag becomes smaller because a smallaaturally chooses
more number of hubs per VPN.

9. RELATED WORK

To the knowledge of the authors, this paper is the first stody f
cusing on a scalable L3 VPN routing architecture that resdlbe
the amount of state information stored in routing tables ped
strictly bounds individual path lengths.

Designing a scalable routing architecture foe Internet how-
ever, is an active research field where several intereséisiglts are
available, including CRIO [15], and LISP [6]. One key mecha-
nism commonly used by these worksimglirection An indirec-
tion mechanism divides the large address space used foraatd h
(or subnet) identification into several small fractions. efiteach
router stores the reachability information about one ofthetions,

configuration overhead, we measured how stable hub sets arerather than the entire address space, leading to smalléngota-

across different measurement/re-configuration windows. udéd
two different sizes (i.e., a week and a month) of windows. $or

bles. When a router receives a packet destined to a fraction f
which the router is not responsible, the packet is first foded via

weeks beginning May 07, 2007, we measured how many hub PEstunneling to a router that is responsible for the fractiomd ¢hen



finally to the actual destination. Each architectural mauein-
tioned above suggests unique mechanisms to systematiozthe
the original address space into fractions, and to map aidrath a
router. For example, CRIO uses large super-prefixes and BGP f
these purposes, whereas LISP encompasses several vexjatio
cluding super-prefix-based, DNS-based, or ICMP-based mgpp
models.
rithms that can generate complete indirection configunagitisfy-

ing parameterized performance constraints. Also, alle¢lmedels
propose caching for reducing path inflation, whereas ourcgh
avoids caching for simplicity and implementability.

Flat routing architectures, such as ROFL [2] and UIP [7joaés
duces the amount of state at the expense of increasing petthst
These works leverage on DHTSs (Distributed Hash Tables) eadav
storing individual route entries for each destination. artiinately,
these solutions are not immediately available and lackplgity.

Also it is unclear how we can utilize these flat routing scheinea
VPN environment where names (i.e., prefixes) are not flat.eiker
ample, a router cannot determine which part of a given datstin
address it should hash unless it knows the destination prgfiart
from these, the flat routing schemes are not practicallyabtetfor
realizing a constrained indirection architecture becaagh stretch
in those architectures is unlimited in the worst case, arldspaay
often change as the set of destinations (i.e., prefixes)gehan

Understanding the unique nature of VPNs and suggesting-a bet
ter (e.g., more efficient or scalable) provisioning arottitiee lever-
aging the unique nature of VPNs has been of interest to many re
searchers recently. A study on estimating PE-to-PE traffitrion
from aggregate volume data gathered at the edge [12] has iden
tified the strong “hub-and-spoke” traffic patterns. Theydutiee
estimation model to suggest a more efficient admission abntr
scheme [11]. Unfortunately, estimated traffic matricesreresuit-
able for making relaying decisions since hub selection isisee
to the conversation matrices, rather than the volumes oastri

10. CONCLUSION

The large memory footprint of L3 VPN services is a critical,
impending problem to network service providers. As a sohti
this paper suggests Relaying, a highly scalable VPN rouaing
chitecture. Relaying enables routers to reduce routintpsakig-
nificantly by offering indirect any-to-any reachability amg PEs.
Despite this benefit, there are two practical requiremérasmust
be considered. First, from customer sites’ point of vievg-¢o-end
communication latency over a VPN should not increase natilge
Second, for the service provider’s sake, Relaying shoutdigmif-
icantly increase the workload on the backbone.

Reflecting these requirements, we formulate two hub selecti
and assignment problems and suggest practical algorithiste
the problems. Our evaluation using real traffic matricesiting
configuration, and VPN topologies draws the following concl
sions: i) When one can allow the path lengths of common con-
versations to increase by a few hundred miles (i.e., a fewcritse
unidirectional latency) at most, Relaying can reduce mgncon-
sumption by80 to 90%; ii) even when enforcing the additional dis-
tance limit to every conversation, rather than only commoasy
Relaying can still savé0 to 80% of memory with the increase of
unidirectional latency by arounth msec at most; aniil ) it is pos-
sible, at the same time, to increase memory saving, redecith
crease of workload on the backbone, and bound additiorerdst
of individual conversations.

Our Relaying technique is readily deployable in today's- net
work, works in the context of existing routing protocolsquéres
no changes to either router hardware and software, or touke c

However, none of these models suggest specific algo-

tomer’s network. Network administrators can implementeyalg
by modifying routing protocol configuration only. The estipro-
cess of Relaying configuration can be easily automated, @jodta
ing the configuration does not incur service disruption.

In this paper, we focused on techniques that did not require
any new capabilities or protocols. The space of alternatine
creases if we relax this strict backwards-compatibilitglamption.
One interesting possibility involves combining cachinghwviRe-
laying, where Relaying is used as a resolution scheme toléand
cache misses. Another revolves around having hubs keepesmal
non-overlapping portions of the address space, rathertti@en-
tire space, and utilizing advanced resolution mechanismhb as
DHTs. We are exploring these as part of ongoing work.
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