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Abstract— This paper presents a detailed examination of how use today belong to this unstructured category. For stredtu
the dynamic and heterogeneous nature of real-world peer-tpeer  P2pP systems such as Chord [1] and CAN [2], knowledge of

systems can introduce bias into the selection of represerniee i i ; .
samples of peer properties €.g, degree, link bandwidth, number g?;citsrgci;urseeilt?::l{:/?lmly facilitates unbiased samphsgne

of files shared). We propose theéMetropolized Random Walk with > ; o .
Backtracking (MRWB) as a viable and promising technique for ~ Achieving the basic objective of selecting any of the
collecting nearly unbiased samples and conduct an extensiv peers present with equal probability becomes highly non-
simulation study to demonstrate that our technique works trivial when the structure of the peer-to-peer system chang
well for a wide variety of commonly-encountered peer-to-per ,nqerneath the measurements. First-generation measureme

network conditions. We have implemented the MRWB algorithm tudi f Pop t tvoicall lied d-h I
for selecting peer addresses uniformly at random into a tootalled ~ StUdI€S O systems typically refied on ad-hoc sampling

i on- sanpl er . Using the Gnutella network, we empirically show techniques €.g, [3], [4]) and provided valuable information
that i on- sanpl er yields more accurate samples than tools concerning basic system behavior. However, lacking anty cri

that rely on commonly-used sampling techniques and result;  jcal assessment of the quality of these sampling technjques
dra;natlc_: |mpr]9v|?amentls in efficiency and scalability compaed 10 he measurements resulting from these studies may be biased
periorming a Tull crawl. and consequently our understanding of P2P systems may be

Index Terms— Peer-to-peer, Sampling based on incorrect or misleading conclusions.
The main contributions of this paper dipa detailed exam-
|. INTRODUCTION ination of the ways that the topological and temporal qiesit

The popularity and wide-spread use of peer-to-peer systeaigpeer-to-peer systems (e.g., churn [5]) can introduce, Giia
has motivated numerous empirical studies aimed at prayiinan in-depth exploration of the applicability of a sampliegh-
better understanding of the temporal and topological ptase nique called théMetropolized Random Walk with Backtracking
of deployed peer-to-peer systems. However, due to the laf@4RWB) representing a variation of the Metropolis—Hastings
scale and highly dynamic nature of many of these systenmethod [6]-[8], and(iii) an implementation of the MRWB
directly measuring the quantities of interest on every pgeralgorithm into a tool called on- sanpl er . While sampling
prohibitively expensive. Sampling is a natural approach féechniques based on the original Metropolis—Hastings ateth
learning about these systems using light-weight data collhave been considered earlier (e.g., see Awaral. [9] and
tion, but commonly-used sampling techniques for measurifgr-Yossef and Gurevich [10]), we show that in the context
peer-to-peer systems tend to introduce considerable bias ¢f unstructured P2P systems, our modification of the basic
two reasons. First, the dynamic nature of peers can bialtsesiletropolis—Hastings method results in nearly unbiased-sam
towards short-lived peers, much as naively sampling flows files under a wide variety of commonly encountered peer-
a router can lead to bias towards short-lived flows. Secorid;peer network conditions. The proposed MRWB algorithm
the heterogeneous nature of the overlay topology can leadagsumes that the P2P system provides some mechanism to
bias towards high-degree peers. query a peer for a list of its neighbors — a capability prodide

In this paper, we are concerned with the basic objectiy®y most widely deployed P2P systems. Our evaluations of the
of devising an unbiased sampling methag,., one which i on-sanpl er tool shows that the MRWB algorithm yields
selects any of the present peers with equal probability. There accurate samples than previously considered sampling
addresses of the resulting peers may then be used as irtpahniques. We quantify the observed differences, explore
to another measurement tool to collect data on particulanderlying causes, address the tool’s efficiency and sitifab
peer propertiese(g, degree, link bandwidth, number of filesand discuss the implications on accurate inference of P2P
shared). Moreover, the focus of our work is on unstructurgatoperties and high-fidelity modeling of P2P systems. While
P2P systems, where peers select neighbors through a mne-focus is on P2P networks, many of our results apply to any
dominantly random process. Most popular P2P systems lamge, dynamic, undirected graph where nodes may be queried
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peers. While relatively straightforward in a static and wno question. Our problem is quite different in that we do not
environment, this objective poses considerable problenss i know the graphs in advance.
highly dynamic setting like P2P systems, which can easily A closely related problem to ours is sampling Internet
lead to significant measurement bias for two reasons. The firsuters by running traceroute from a few hosts to many
cause of sampling bias derives from the temporal dynamidsstinations for the purpose of discovering the Internet's
of these systems, whereby new peers can arrive and existiogter-level topology. Using simulation [20] and analyjg@4],
peers can depart at any time. Locating a set of peers aeg8earch has shown that traceroute measurements can result
measuring their properties takes time, and during that tinme measurement bias in the sense that the obtained samples
the peer constituency is likely to change. In Section Ill, weupport the inference of power law-type degree distrilmstio
show how this often leads to bias towards short-lived perds arrespective of the true nature of the underlying degree dis
explain how to overcome this difficulty. The second signifiica tribution. A common feature of our work and the study of
cause of bias has to do with the connectivity structure of P2Ie traceroute technique [20], [21] is that both effortsuieg
systems. As a sampling program explores a given topologiea evaluation of sampling techniques without complete Know
structure, each traversed link is in general more likelyeiadl edge of the true nature of the underlying connectivity strie
to a high-degree peer than a low-degree peer, significanttpwever, exploring the router topology and P2P topologies
biasing peer selection towards high-degree peers. Weidescdiffer in their basic operations for graph-exploration. thre
and evaluate different techniques for traversing staterlays case of traceroute, the basic operation is “What is the path
to select peers in Section IV and find that the Metropolizad this destination?” In P2P networks, the basic operation
Random Walk (MRW) collects unbiased samples. In Seis “What are the neighbors of this peer?” In addition, the
tion V, we adapt MRW for dynamic overlays by addingnternet’s router-level topology changes at a much slowts r
backtracking and demonstrate its viability and effecteg than the overlay topology of P2P networks.
when the causes for both temporal and topological bias areAnother closely related problem is selecting Web pages
present. We show via simulations that the MRWB techniqumiformly at random from the set of all Web pages [22], [23].
works well and produces nearly unbiased samples undeiab pages naturally form a graph, with hyper-links forming
variety of circumstances commonly encountered in actuil P2dges between pages. Unlike peer-to-peer networks, the Web
systems. Finally, in Section 6 we describe the implemestatigraph isdirectedand only outgoing links are easily discovered.
of the i on-sanpl er tool based on the proposed MRWBMuch of the work on sampling Web pages therefore focuses on
algorithm and empirically evaluate its accuracy and efficie estimating the number of incoming links, to facilitate degr
through comparison with complete snapshots of Gnutellertakcorrection. Unlike peers in peer-to-peer systems, not nisich
with Cruiser [12], as well as with results obtained from preknown about the temporal stability of Web pages, and tenipora
viously used, more ad-hoc, sampling techniques. Sectidn \dauses of sampling bias have received little attention Bt pa
discusses some important questions such as how many sampieasurement studies of the Web.
to collect, when sampling with nownbias may be desirable,
and outlines a practical solution to obtaining unbiasedpes
for structured P2P systems. Section VIII concludes the pa
with a summary of our findings and plans for future work. A popular technique for exploring connectivity structures
consists of performing random walks on graphs. Several
properties of random walks on graphs have been extensively
studied analytically [24], such as the access time, covee.ti
and mixing time. While these properties have many useful
The phrase “graph sampling” means different things in digpplications, they are, in general, only well-defined fatist
ferent contexts. For example, sampling from a class of grapyraphs. To our knowledge the application of random walks
has been well studied in the graph theory literature [13}],[1 as a method of selecting nodes uniformly at random from a
where the main objective is to prove that for a class of grapbgnamically changingiraph has not been studied.
sharing some propertye(g, same node degree distribution), A number of papers [25]-[28] have made use of random
a given random algorithm is capable of generating all graphslks as a basis for searching unstructured P2P networks.
in the class. Coopeet al. [15] used this approach to showHowever, searching simply requires locating a certain giec
that their algorithm for overlay construction generatespinis of data anywherealong the walk, and is not particularly
with good properties. Our objective is quite different;teead concerned if some nodes are preferred over others. Some stud
of sampling a graph from a class of graplasir concern is ies [27], [28] additionally use random walks as a component
sampling peers (i.e., vertices) from a largely unknown araf their overlay-construction algorithm.
dynamically changing graph Two papers that are closely related to our random walk-
Others have used sampling to extract information abobdsed sampling approach are by Avedral.[9] and Bar-Yossef
graphs €.g, selecting representative subgraphs from a largand Gurevich [10]. While the former also address the problem
intractable graph) while maintaining properties of thegoval of gathering uniform samples from peer-to-peer netwoths, t
structure [16]-[18]. Sampling is also frequently used as latter are concerned with uniform sampling from a search
component of efficient, randomized algorithms [19]. Howeveengine’s index. Both works examine several random walk
these studies assume complete knowledge of the graphgeichniques, including the Metropolis—Hastings method, bu

&}. Random walk-based sampling of graphs
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assume an underlying graph structure that is not dynamicalNhere the underlying network structure is changing dynami-
changing. In addition to evaluating their techniques erogily  cally (e.g., unstructured P2P systems) is unknown and hias no
for static power-law graphs, the approach proposed by Astanbeen considered in the existing sampling literature.

al. [9] also requires special underlying support from the peer-

to-peer application. In contrast, we implement the Mettispo Dynamic graphs

Hastings method in such a way that it relies only on the gbilit _ .
to discover a peer's neighbors, a simple primitive operatio While graph theory has been largely concerned with study-

commonly found in existing peer-to-peer networks. Morepve"9 and discovering properties of static connectivity stmes,
many real-world networks evolve over time, for example via

conduct a much more extensive evaluation of the propos'%‘&demdge addition and/or deletion. In fact, many largdesc

MRWB method. Specifically, we generalize our formulatio etworks that arise in the context of the Internet (e.g., WWW
reported in [11] by evaluating MRWB over dynamicall 2P SySte”?S) are extremely dynam_lc and (_:reate _havoc for
changing graphs with a variety of topological propertie raph algorithms that have been designed with static or only

also perform empirical validations over an actual P2P ngtwo very slowly changing network s_tructures in mind. Furtheremo
the development of mathematical models for evolving graphs

is still at an early stage and is largely concerned with gener
C. Sampling in hidden populations ative models that are capable of reproducing certain obsderv

The problem of obtaining accurate estimates of the numt%rloperties of evolving graphs. For example, recent work by

of peers in an unstructured P2P network that have a cert&ﬁSkovemt al',[,35] _fO,C“SGS on empirically observed prope_rties
property can also be viewed as a problem in studying tﬁgch as densification.¢., networks become denser over time)

sizes ofhidden populationsFollowing Heckathorn [29], a and shrinking diameteii.€., as networks grow, their diameter
population is called “hidden” if (i) there exists no Samgecreases) and on new graph generators that account fer thes

pling frame, so the size and boundary of the population apéoperties. However, the graphs they examine are not P2P

unknown, and (ii) there exist strong privacy concerns, tra)etworks and their properties are by and large inconsistent

the point that public acknowledgment of membership in th\@ith the design and usage of measured P2P networks (e.g.,

population has potentially repercussions (e.g., injectioug see [3]). Hence, _the dynamic graph models proposed in [35]
users, commercial sex workers, terrorists). In unstrect@2p 2'€ Nnot appropriate for our purpose, and neither are the
systems, properties (i) and (ii) are less dramatic and &-miﬁvolvmg graph models specifically designed to_ describe the
amount to an absence of system/protocol support for keepW&b graph (e.g., see [36] and references therein).

track of various peer properties.

Proposed methods in the social and statistical sciences for
studying hidden populations includenowball samplingor We develop a formal and general model of a P2P system as
other forms of chain referral techniques [38ky informant follows. If we take an instantaneous snapshot of the system a
sampling [31], and targeted sampling32]. More recently, time ¢, we can view the overlay as a graphV, E) with the
Heckathorn [29] (see also [33], [34]) proposezspondent- peers as vertices and connections between the peers as edges
driven sampling a snowball-type method for sampling andExtending this notion, we incorporate the dynamic aspect by
estimation in hidden populations. In respondent-drivem-sa viewing the system as an infinite set of time-indexed graphs,
pling, respondents are not selected from a sampling frafie = G(V;, E;). The most common approach for sampling
but from the network that underlies the existing membefsom this set of graphs is to define a measurement window,
of the sample. Unlike traditional sampling and estimatiofto,to+A], and select peers uniformly at random from the set:
methods that attempt to directly estimate from a sampledo th;, +,+a = Ui":tf V. Thus, we do not distinguish between
population, respondent-driven sampling first uses the Eampccurrences of the same peer at different times.
to make inferences about the underlying network structure.This formulation is appropriate if peer session lengths are
In a second step, these network-related estimates are asedxponentially distributed.g., memoryless). However, existing
derive the proportions of the various subpopulations afrigét. measurement studies [3], [5], [37], [38] show session lesgt
The actual sampling process starts with a small number afe heavily skewed, with many peers being present for just
seeds that are the first to be included in the sample. Theseshort time (a few minutes) while other peers remain in
seeds then recruit others to participate, and the processttad system for a very long time.€., longer thanA). As
existing sample members recruiting new sample membersonsequence, aX increases, the sét;, ,,+a includes an
continues until the desired sample size is reached. [33], [Ancreasingly large fraction of short-lived peers.
show that under quite general assumptions, respondergrdri A simple example may be illustrative. Suppose we wish to
sampling yields estimates for the sizes of subpopulationbserve the number of files shared by peers. In this example
that are asymptotically unbiased, no matter how the seesistem, half the peers are up all the time and have many
were chosen. Unfortunately, respondent-driven sampliag Hiles, while the other peers remain for around 1 minute and
only been studied in the context where the network structuaee immediately replaced by new short-lived peers who have
underlying the existing members of a sample is static afelw files. The technique used by most studies would observe
does not change with time. To the best of our knowledgthe system for a long timeX) and incorrectly conclude that
the performance of respondent-driven sampling in sitmatiomost of the peers in the system have very few files. Moreover,

I1l. SAMPLING WITH DYNAMICS



their results will depend on how long they observe the system« Because they never visit the same peer twice, they
The longer the measurement window, the larger the fraction will introduce bias when used in a dynamic setting as
of observed peers with few files. described in Section IIl. o

One fundamental problem of this approach is that it focusB&ndom Walks: A better candidate solution is the random
on samplingpeersinstead ofpeer propertieslt selects each Walk, which has been extensively studied in the graph theory
sampled vertex at most once. However, the property at thgrature (for an excellent survey see [24]). We briefly sum
vertex may change with time. Our goal should not be to seld®@rize the key terminology and results relevant to sampling
a vertexuv; € U?:;OAV“ but rather to sample the propertyThe transition matrlx_P(:c,y) de_scnbes the probability of
at v; at a particular instant. Thus, we distinguish betweentransitioning to peey if the walk is currently at peet:
occurrences of the same peer at differen_t times: sa_mpj,es P(a,y) = { m y is a neighbor of x
andv; ;- gathered at distinct timgs# ¢’ are viewed as distinct, ’ 0 otherwise
even when they come from the same pé&ére key difference  If the vectorv describes the probability of currently being
is that it must be possible to sample from the same peer makeeach peer, then the vectdr= v P describes the probability
than once, at different points in timélsing the formulation after taking one additional step. LikewiseP” describes the
vie € Vi, t € [to, to + AJ, the sampling technique will not be probability after takingr steps. As long as the graph is
biased by the dynamics of peer behavior, because the samganected and not bipartite, the probability of being at any
set is decoupled from peer session lengths. To our knowledgarticular nodex, converges to atationary distribution
no prior P2P measurement studies relying on sampling make . . degreéz)
this distinction. m(z) = lim (0P")(z) = RN

Returning to our simple example, our approach will cofiy, gther words, if we select a peer as a sample evesteps,

rectly select Io_ng—lived peers half the time anq shortdivefor sufficiently larger, we have the following good properties:
peers half the time. When the samples are examined, they will The information stored in the starting vectet, is lost,

show that half of the peers in the system at any given moment through the repeated selection of random neighbors.
have many files while half of the peers have few files, which  Therefore, there is no correlation between selected peers.
is exactly correct. Alternately, we may start many walks in parallel. In either
Another problem is that using a largecaptures the average cases, after steps, the selection is independent of the
behavior of the system, which may not reflect the true state of origin.
the system at any particular moment. In particular, it prées ~ « While the stationary distributior(z), is biased towards
study of how the system as a whole evolves, such as due to the peers with high degree, the bias is precisely known,
time-of-day effect or a flash crowd. A better approach would allowing us to correct it.
be to gather several series of measurements, each over some Random walks may visit the same peer twice, which
short A, then compare them. IA is sufficiently small, such lends itself better to a dynamic setting as described in
that the distribution of the property under consideratioesl Section 1l
not change significantly during the measurement window th& practice,» need not be exceptionally large. For graphs
we may relax the constraint of choosihgniformly at random Where the edges have a strong random component (such as in
from [to, to + A]. peer-to-peer networks), it is sufficient that the numbeneps
We still have the significant problem of selecting a peé¥xceed the log of the population sides., r > O(log|V]).
uniformly at random from those present at a particular tim&djusting for degree bias To correct for the bias towards

We begin to address this problem in the next section. high degree peers, we make use of the Metropolis—Hastings
method [6]-[8] for Markov Chains. Random walks on a graph

are a special case of Markov Chains. In a regular random walk,
the transition matrix(z, y) leads to the stationary distribution
We now turn our attention to topological causes of biag(z), as described above. The Metropolis-Hastings method
Towards this end, we momentarily set aside the tempoRdovides us with a way to build a modified transition matrix,
issues by assuming a static, unchanging graph. The selecfid(z,y), leading to a target stationary distributioriz), as
process begins with knowledge of one peer (vertex) af@llows:
progressively queries peers for a list of neighbors. Thée igoa _} P(z,y)min (%, 1) if x #y,
to select peers uniformly at random. In any graph-explorati Qa,y) = 1-3 . Q(z,y) ’
TEY )

problem, we have a set of visited peers (vertices) and a fromEquivaIently to take a step from peer select a neighbor

of unexplored neighboring peers. There are two ways in whi%hOf = as normal (e, with probability P(z,)). Then, with

algorithms differ:(i) how to chose the next peer to explore; . - wly)Ply.) )
and(ii) which subset of the explored peers to select as samplB&Pability min (u(z)P(r,y)’ 1)’ accept the move. Otherwise,

Prior studies use simple breadth-first or depth-first apgrea return toz. For a proof this definition of)(z,y) leads to
to explore the graph and select all explored peers. Thesgmpling peew with probability u(z), see [6].
approaches suffer from several problems: To collect uniform samples, we ha%(% =1, so the move-
« The discovered peers are correlated by their neighbaeceptance probability becomes:
relationship. , (,u(y)P(y,:v) ) , (degreex) )
min (| ——~4———+%,1) = min 1

« Peers with higher degree are more likely to be selected. w(x)P(x,y)’ degreéy)’

IV. SAMPLING FROM STATIC GRAPHS
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Fig. 1: Bias of different sampling techniques; after collectihg|V'| samples. The figures show how many peersXis) were selected
times.

Erdos—Reényi Gnutella Watts—Strogatz  Barabasi—Albert
Breadth-First Search 4.54-10~* 2.73.1073 47373 2.77-1073
Random Walk 3.18 - 104 1.57-1073 7.645 2.84-1073
Metropolis—Hastings 5.97-10~°  5.79-10~° 6.0875 5.22-107°

TABLE I: Kolmogorov-Smirnov test statistic for techniques ovetistgraphs. Values above.07 - 10~ lie in the rejection region at the
5% level.

Therefore, our algorithm for selecting the next step fromeo graph are approximately the sam&able | presents the results
peerz is as follows: of the goodness-of-fit tests after collectib@0o0 - |[V'| samples,
« Select a neighboy of z uniformly at random. showing that Metropolis—Hastings appears to generateumif
« Queryy for a list of its neighbors, to determine its degreesamples over each type of graph, while the other techniques
« Generate a random number, uniformly between 0 and fail to do so by a wide margin.
Figure 1 explores the results visually, by plotting the nemb

o Ifp< gggigjg y is the next step. of times each peer is selected. If we selectl’| samples, the
« Otherwise, remain at as the next step. typical node should be selectédimes, with other nodes being

We call this the Metropolized Random Walk (MRW). Qualiselected close td times approximately following a normal
tatively, the effect is to suppress the rate of transitiopaers distribution with variancé. We usedk = 1,000 samples. We

of higher degree, resulting in selecting each peer with lequso include an “Oracle” technique, which selects peers uni
probability. formly at random using global information. The Metropolis—
Evaluation: Although [6] provides a proof of correctness foHastings re;ults are virtually identical to the Oracle, levtine

the Metropolis—Hastings method, to ensure the correctoles<Cther techniques select many peers much more and much less
our implementation we conduct evaluations through sinmtat thank times. In the Gnutella, Watts—Strogatz, and Barabasi—
over static graphs. This additionally provides the opportflPert graphs, Breadth-First Search exhibits a few vestibat

nity to compare MRW with conventional techniques such &§€ selected a large number of times {0, 000). The (not-

Breadth-First Search (BFS) or naive random walks (RW) wifddjusted) Random Walk (RW) method has similarly selected
no adjustments for degree bias. a few vertices an exceptionally large number of times in the

To evaluate a technique, we use it to collect a large numb%PUte”a and Barabasi-Albert models. The Oracle and MRW,

of sample vertices from a graph, then perform a goodne?é’- contrast, did not select any vertex more than around 1,300

of-fit test against the uniform distribution. For Breadtinse UM€S- _ _
Search, we simulate typical usage by running it to gather aln summary, the Metropolis—Hastings method selects peers

batch of 1,000 peers. When one batch of samples is collectHH',for,mIy at random from a staug .graph. The next. section
the process is reset and begins anew at a different start mines the add|.t|onal complexmes- when s.e-lectlmg from
point. To ensure robustness with respect to different kindstynamic graph, _mtroduces appropriate modifications, and
of connectivity structures, we examine each technique O\fe\faluates the algorithm’s performance.

several types of graphs as follows:

« Erdos—Renyi: The simplest variety of random graphs ) ) L .
. Watts—Strogatz: “Small world” graphs with high clus- Section Ill set aside topological issues and examined the
tering and low path lengths dynamic aspects of sampling. Section IV set aside temporal

V. SAMPLING FROM DYNAMIC GRAPHS

« Barabasi—Albert: Graphs with extreme degree distribu- 1g,yss Renyi graphs are generated based on some propabiiat any
tions, also known as power-law or scale-free graphs edge may exist. We set = % so that there will be close th?|
« Gnutella: Snapshots of the Gnutella ultrapeer topologgdges, though the exact value may vary slightly. The Watteg8tz model
captured in our earlier work [39] rle(g)ljllorelt(t‘loaqE' be evenly divisible by|V|, so in that model we usgF| =
To make the results more comparable, the number of verzgased on the normal approximation of a binomial distributigith p =
tices (V| = 161, 680) and edges|E| = 1,946,596) in each - andn = k|V|.

VI



issues and examined the topological aspects of sampling. Téession lengtland sampling is biased with respect to session

section examines the unique problems that arise when btghgth. One could also imagine the number of files being

temporal and topological difficulties are present. correlated with query latency (which is very loosely retate
Our hypothesis is that a Metropolis—Hastings random watl the peer bandwidth). However, sampling the number of

will yield approximately unbiased samples even in a dynamshared files cannot be biased independently, as it does not

environment. The fundamental assumption of Metropolisateract with the walk. To show that sampling is unbiased

Hastings is that the frequency of visiting a peer is propod for any property, it is sufficient to show that it is unbiased

to the peer's degree. We argue that this assumption wfilir the fundamental properties that interact with the samgpl

be approximately correct if peer relationships change ongchnique.

slightly during the walk. On one extreme, if the entire walk

completes before any graph changes occur, then the problem

reduces to the static case. If a single edge is removed mfd- Adapting random walks for a dynamic environment

walk, the probability of selecting the two affected peerads

significantly affected, unless those peers have very fevegdg

If many edges are added and removed during a random w.

but the degree of each peer does not change significan

Departing peers introduce an additional practical consid-
ation. The walk may try to query a peer that is no longer
ésent—a case where the behavior of the ordinary randokn wal
- ; P@orithm is undefined. We make an adaptation by maintaining
we quld also expect t.hat_ -the probability of selecting eag stack of visited peers. When the walk chooses a new peer
peer will not change significantly. In peer-to-peer syste query, we push the peer's address on the stack. If the query
each peer actively tries to maintain a number of connectio&w_|eS ou’t we pop the address off the stack, and choose a new
within a certain range, SO We have reason o I_Jel|eve _ﬂ]%ighbor of the peer that is now on top of the stack. If all of a
the degree of each peer will t.)e relatlyely stable_ n praptu: eer’s neighbors time out, we re-query that peer to get & fres
O oo, o by e oL TTObors I e uery 2o tmes . o
aZsum ons of MetrO’ olis—Hastings arg ross| violaumd:i apeer from the stack as well, and so on. If the stack underflows,
P P 9 9 y we consider the walk a failure. We do not count timed-out

it fails to gather approxmately unbiased samples. L geers as a hop for the purposes of measuring the length of the
The fundamental question we attempt to answer in this s Walk. We call this adaptation of the MRW sampling technique
tion is: Under what conditions does the Metropolis—Hastin ' b Ring 9

random walk fail to gather approximately unbiased samples e Metropolized Random Walk with Backtracking (MRWE)
Intuitively, if there is any bias in the samples, the biad wé method for sampling from dynamic graphs. Note that when

. . . : .applied in a static environment, this method reduces to MRW.
tied to some property that interacts with the walk. We idgnti PP
the following three fundamental properties that interaghw

the walk: B
o Degree: The Metropolis—Hastings method is a modifi-

cation of a regular random walk in order to correct for In the static case, we can rely on graph theory to prove the
degree-bias as described in Section IV. It assumes a fixgsturacy of the MRW technique. Unfortunately, graph theory
relationship between degree and the probability of visits not well-suited to the problem of dynamically changing
ing a peer. If the Metropolis—Hastings assumptions aggaphs. Therefore, we rely on simulation rather than afslys
invalid, the degree-correction may not operate correctipe have developed a session-level dynamic overlay simulato
introducing a bias correlated with degree. that models peer arrivals, departures, latencies, anchbeig

« Session lengths: Section 11l showed how sampling mayconnections. We now describe our simulation environment.
result in a bias based on session length. If the walk is The latencies between peers are modeled using values from
more likely to select either short-lived or long-lived pger the King data set [40]. Peers learn about one another usiag on
there will be a bias correlated with session length.  of severalpeer discoverynechanisms described below. Peers

« Query latency: In a static environment the only notionhave a target minimum number of connectione.(degree)
of time is the number of steps taken by the walk. In ghat they attempt to maintain at all times. Whenever they
dynamic environment, each step requires querying a peigsve fewer connections, they open additional connecties.
and some peers will respond more quickly than othergssume connections are TCP and require a 3-way handshake
This could lead to a bias correlated with the query latengyefore the connection is fully established, and that pedits w
In our simulations, we model the query latency as twicgme out an attempted connection to a departed peer after 10
the round-trip time between the sampling node and tk@conds. A new peer generates its session length from one of

peer being queried. several different session length distributions describelbw

For.other peer prppertles, sampl_mg bias can only ariseeif t,gnd departs when the session length expires. New peers arriv
desired property is correlated with a fundamental proesrti ccording to a Poisson process, where we select the mean peer

and that fupdamental pfoperty, exhibits bias. For examp rival rate based on the session length distribution taeseh

when sampling the number of files shared by each peer, th r%rget population size of 100,000 peers

may be sampling bias if the number of files is correlated wit To query a peer for a list of neighbors, the sampling node
3L RTT for the SYN,} RTT for the SYN-ACK, 1 RTT for the ACK and must set up a TCP connection, submit its query, and receive a

the request, ang RTT for the reply. response. The query times out if no response is received afte

. Evaluation methodology
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00 as a starting point and examine the behavior of MRWB under
80— those conditions. In the following subsections, we vary the
S 6o parameters and explore how the amount of bias varies as a
(Lo; . function of each of the parameters. As a base case, we use the
g 10 following configuration:

20

Session length distribution:  Weibuli= 0.59, A = 40)
0 Target degree: 15

o

10 20 30 40 ; .
; : : Maximum degree: 30
Time since start of sampling (s . -
pling (5) Peer discovery mechanism: FIFO

TABLE II: Base Case Configuration

Fig. 3: Distribution of time needed to complete a random walk
(simulated)

10 second$.We run the simulator for a warm-up period to Figure 2 presents the sampled. and expected di.stributions
reach steady-state conditions before performing any randé" the three fundamental properties: degree, sessiorthieng
walks. and query latency. The fact that the sampled and expected

Our goal is to discover if random walks started unddiistributions are visually indistinguishable demonsisathat
identical conditions will select a peer uniformly at randonfh® samples are not significantly biased in the base case.

To evaluate this, we start 100,000 concurrent random walks'© efficiently examine other cases, we introducienmary
from a single location. Although started at the same timétatisticto qwckl;_/ ca_lptu_re the difference b_etween the_sampled
the walks will not all complete at the same tith&Ve chose and expect.ed d|§tr|but|0.ns, and to .prowde more rigor than
to use 100,000 walks as we believe this is a much larg@rPurely visual inspection. For this purpose, we use the
number of samples than most researchers will use in practi@/mogorov-Smirnov (KS) statistic), formally defined as

If there is no discernible bias with 100,000 samples, we cilows. WhereS(z) is the sampled cumulative distribution
conclude that the tool is unbiased for the purposes of gmerfunct!on and E(z) is the expected cumulatwe_ d_|st_r|but|on
fewer samplesife., we cannot get more accuracy by using ledéinction from the perfect snapshot, the KS statistic is:
precision). Figure 3 shows the distribution of how long vealk D = max (|S(z) — E(z)|)

take to complete in one simulation using 50 hops per walfy other words, if we plot the sampled and expected CDFs,
illustrating that most walks take 10-20 seconds to complel is the maximum vertical distance between them and has
In the simulator the walks do not interact or interfere wit possible range ofo,1]. For Figures 2a, 2b, and 2c, the
one another in any way. Each walk ends and collects ggjues ofD were 0.0019, 0.0023, and 0.0037, respectively. For
independent sample. comparison, at the = 0.05 significance level,D is 0.0061,

As an expected distribution, we capture a perfect snapshgi the two-sample KS statistic with 100,000 data pointsheac
(i.e, using an oracle) at the median walk-completion tift@, However, in practice we do not expect most researchers to
when 50% of the walks have completed. gather hundreds of thousands of samples. After all, thiinit
motivation for sampling is to gather reasonably accurate da
relatively low cost. As a rough rule of thumb, a valuelof>

C. Evaluation of a base case bad 1 I 0
. . . 0.1 is quite bad, corresponding to at least a 10 percentage point
Because the potential number of simulation parametersﬁ/s( q b g P gep

unbounded, we need a systematic method to intelligen fference on a CDF. A value ob < 0.01 is excellent for
' y g ost purposes when studying a peer property, corresponding

explore the_ most mterestmg pqrtlon of this parameter spa 0 no more than a 1 percentage point difference on a CDF.
Towards this end, we begin with a base case of parameters

“The value of 10 seconds was selected based on our experientsD- EXploring different dynamics
developing a crawler for the Gnutella network in [12]. In this section, we examine how the amount of bias changes
Each walk ends after the same numbehaops but not every hop takes the h d fd . in th
same amount dime due to differences in latencies and due to the occasiond® W€ Va_ry t e type an .rate 0 yne}mlcs _'n the system.
timeout. We examine different settings of the simulation parameters
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Fig. 4: Sampling error of the three fundamental properties as daifimof session-length distribution. Exceptionally heahurn (medianc
1min) introduces error into the sampling process.

that affect dynamics, while continuing to use the topolagicsignificant impact. To investigate whether the criticak#irold
characteristics from our base case (Table I1). We would etxpés a function of the length of the walk, we ran some simulation
that as the rate of peer dynamics increases, the sampliog eusing walks of 10,000 hops (which take around one simulated
also increases. The key question litow fast can the churn hour to complete). Despite the long duration of these walks,
rate be before it causes significant error, and is that likely they remained unbiased with < 0.003 for each of the three
occur in practice? fundamental propertiesThis suggests that the accuracy of
In this subsection, we present the results of simulatiotls WiMRWB is affected primarily by the rate of local variation in
a wide variety of rates using three different models for isess the ratio % relative to the time required to query peers,
length, as follows: rather than the speed of global variations relative to thegth
« Exponential: The exponential distribution is a one-of the walk.
parameter distribution (rate\) that features sessions \while the median session length reported by measurement
relatively close together in length. It has been used Kudies varies considerably (see [42] for a summary), none
many prior simulation and analysis studies of peer-tgeport a median below 1 minute and two studies report a
peer systems [41]-[43]. median session length of one hour [3], [4]. In summary, these
 Pareto: The Pareto (or power-law) distribution is aresults demonstrate that MRWB can gracefully tolerate peer

two-parameter distribution (shape, location z;,,) that dynamics. In particular, it performs well over the rate ofioh
features many short sessions coupled with a few very loRgported in real systems.

sessions. Some prior measurement studies of peer-to-

peer systems have suggested that session lengths follow

a Pareto distribution [44]-{46]. One difficulty with thisg Exploring different topologies

model is thatz,, is a lower-bound on the session length,

and fits ofz,,, to empirica| data are often unreasonab|y In this section, we examine different Settings of the sim-

high (.e., placing a lower bound significantly higher thartlation parameters that directly affect topological stuue,

the median session length reported by other measurem@hile using the dynamic characteristics from our base case

studies). In their insightful analytical study of churn ir(Table 1I). The Metropolis—Hastings method makes use of

peer-to-peer Systems' Leonard, Rai, and Loguinov [4&]8 ratio between the degrees of neighboring peers. If this

instead Suggest using a shifted Pareto distribution (Shdﬁéo fluctuates dramatica”y while the walk is CondUCtad, i

a, scaleB) with a ~ 2. We use this shifted Pareto distri-may introduce significant bias. If peers often have only a few

bution, holdinga fixed and varying the scale parametegonnections, any change in their degree will result in adarg

3. We examine two different values:oo = 1.9 (infinite ~Percentage-wise change. One key question is therefwes

variance) andy = 2.1 (finite variance). a low target degree lead to sampling bias, and, if so, when is

« Weibull: Our own empirical observations [5] suggest th&ignificant bias introduced?

Weibull distribution (shapé:, scale)) provides a good The degree of peers is controlled by three factors. First,

model of peer session lengths, representing a compromigeh peer has peer discovery mechanisthat enables it to

between the exponential and Pareto distributions. We figarn the addresses of potential neighbors. The peer disgov

k = 0.59 (based on our empirical data) and vary the scaféechanism will influence the structure of the topology ahd, i

parameter\. performing poorly, will limit the ability of peers to estasih

Figure 4 presents the amount of sampling errb) @s a connections. Second, peers havéamget degreewhich they

function of median session length, for the three fundamenttively try to maintain. If they have fewer neighbors than
properties, with a logarithmig-axis scale. The figure showsthe target, they open additional connections until theyehav
that error is low over a wide range of session lengths brgached the target. If necessary, they make use of the peer
begins to become significant when the median session lendthcovery mechanism to locate additional potential neigbb
drops below 2 minutes, and exceeds = 0.1 when the Finally, peers have anaximum degreewhich limits the
median drops below 30 seconds. The type of distributioregarinumber of neighbors they are willing to accept. If they are
the threshold slightly, but overall does not appear to haveaathe maximum and another peer contacts them, they refuse
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Fig. 6: Sampling error of the three fundamental properties as aifumof the maximum number of connections each peer will pcdgach

peer actively attempts to maintain— 15 connections.

the connection. Each of these three factors influences #phgr 100
structure, and therefore may affect the walk. __ 80
We model four different types of peer discovery mecha- g 60 —
nisms, based on those found in real systems: é 0
o Random Oracle: This is the simplest and most idealistic o
approach. Peers learn about one another by contactinga 20— S”Saaprﬁg‘l);j
rendezvous point that has perfect global knowledge of D
the system and returns a random set of peers for them to 0 5 10 15 20 30
connect to. Degree
« FIFO: In this scheme, inspired by the GWebCaches @fig. 7: Comparison of degree distributions using the History mech-

Gnutella [48], peers contact a rendezvous point whighism with a target degree of 30. Sampling cannot capture the
returns a list of the last: peers that contacted theunconnected peers (degree), causing the sampling error observed
rendezvous, where is the maximum peer degree. in Figure 5.

Soft State: Inspired by the approach of BitTorrent’s
“trackers”, peers contact a rendezvous point that has
imperfectglobal knowledge of the system. In addition
to contacting the rendezvous point to learn about more
peers, every peer periodically (every half hour) contacts
the rendezvous point to refresh its state. If a peer fails
to make contact for 45 minutes, the rendezvous pointFigure 5 presents the amount of sampling ertoy for the
removes it from the list of known peers. three fundamental properties as a function of the targatedeg
History: Many P2P applications connect to the netfor each of the peer discovery methods, holding the maximum
work using addresses they learned during a previoR§er degree fixed at 30 neighbors. It shows that sampling
session [49] A |arge fraction of these addresses Wlﬁ not Significantly biased in any of the three fundamental
timeout, but typically enough of the peers will stillProperties as long as peers attempt to maintain at least thre
be active to avoid the need to contact a centralizé@nnections. Widely deployed peer-to-peer systems tiipica
rendezvous point. As tracking the re-appearance of peégintain dozens of neighbors. Moreover, maintaining fewer
greatly complicates our simulator (as well as greatkpan three neighbors per peer almost certainly leads toanktw
increasing the memory requirements), we use a Coafg@gmentation, and is therefore not a reasonable operating
model of the History mechanism. We assume that 90p®int for peer-to-peer systems.

of connections automatically timeout. The 10% that are The results for the different peer-discovery mechanisms
given valid addresses are skewed towards peers that hexze similar to one another, except for a small amount of

been present for a long time (more than one hour) and
represent regular users who might have been present
during the peer’s last session. While this might be overly
pessimistic, it reveals the behavior of MRWB under harsh
conditions.
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bias observed when using the History mechanism as the target 100 oo
degree approaches the maximum degree (30). To investigate ‘
this issue, Figure 7 presents the sampled and expectededegre=

o

distribution when using the History mechanism with a target E 60

degree of 30. The difference between the sampled and ex 49 |

80

pected distributions is due to the 2.4% of peers with a degree® Short Crawl (1000 peers)
of zero. These isolated peers arise in this scenario bethese 20 7 Full Crawl (422,808 peers) -

. . . . . Sampling (971 peers) -------- L
History mechanism has a high failure rate (returning adares 0 i s =S
primarily of departed peers), and when a valid address is 0 5 10 15 20 25 30 35 40
found, it frequently points to a peer that is already at its Degree

connection limit. The zero-degree peers are visible in the ] o ]
snapshot (which uses an oracle to obtain global inform)itioﬁ:'g' 8: Comparison of degree distributions observed from sampling
. . versus exhaustively crawling all peers

but not to the sampler (since peers with a degree of zero have

no neighbors and can never be reached). We do not regard

omitting disconnected peers as a serious limitation. wor!< [12], [39], we developed a peer-to-peer crawler called
Having explored the effects of lowering the degree, we no%rwser .that capturgs the complete overlay topology thiroug

explore the effects of increasing it. In Figure 6, we examine@(h"’lusuve exploration. We can use these topology snapshot

sampling error as a function of the maximum degree, with e @ paint of reference for_ the degree d|str|bgt_|on. Uniortu
target degree always set to 15 less than the maximum. Th ely, we do_ not have reliably accurate empirical refegenc
is little error for any setting of the maximum degree. ata for ses_smn lengths or q“ef}’ Iatgngy. )
In summary, the proposed MRWB technique for sampling By capturing every peer, Cruiser is immune to sampling
from dynamic graphs appears unbiased for a range of |cult|es._However, because the netv\{ork changes as_erws
ferent topologies (with reasonable degree distributiang, ©OPerates, its snapshots are slightly distorted [12]. Irtipar
degree > 3), operates correctly for a number of different/lar, peers arriving near_the start of the_ crawl are likely to
mechanisms for peer discovery, and is largely insensitive have found addltlonal_ne|g_hbors by the time Cruiser costact
a wide range of peer dynamics, with the churn rates report@t?m- Therefore, we intuitively expect a slight upward bias

for real systems safely within this range. in Cruiser's observed degree distribution. For this reason
we would not expect a perfect match between Cruiser and
VI. EMPIRICAL RESULTS sampling, but if the sampling is unbiased we still expectrthe

In addition to the simulator version, we have implementd@ be very close. We can view the CCDF version of the degree
the MRWB algorithm for sampling from real peer-to-peeglistribution captured by Cruiser as a close upper-boundhen t
networks into a tool called on- sanpl er. The following true degree distribution.
subsections briefly describe the implementation and usfge oFigure 8 presents a comparison of the degree distribution
i on- sanpl er and present empirical experiments to validatef reachable ultrapeers in Gnutella, as seen by Cruiser and

its accuracy. by the sampling tool (capturing approximately 1,000 sample
with 7 = 25 hops). It also includes the results of a short
A. lon-Sampler crawl,” a sampling technique commonly used in earlier studies

Thei on- sanpl er tool uses a modular design that accepi®.9, [3]). We interleaved running these measurement tools to
plug-ins for new peer-to-peer systefng\ plug-in can be

written for any peer-to-peer system that allows querying &7, “short crawl” is a general term for a progressive explamatdf a portion

peer for a list of its neighbors. Theon- sanpl er tool of the graph, such as by using a breadth-first or depth-fistheln this case,
hands IP-address:port pairs to the plug-in, which latarrnst we randomly select the next peer to explore.

a list of neighbors or signals that a timeout occurred. The

i on- sanpl er tool is responsible for managing the walks. [P2sh$ ./ion-sanpler gnutella --hops 25 -n 10
outputs the samples to standard output, where they may be éll ?.985.2(%71-82?#51260

ily read by another tool that collects the actual measurésnen g g 45. 103: 34717

For example,i on- sanpl er could be used with existing 10. 21. 0. 29: 6346

measurement tools for measuring bandwidth to estimate |thé 32. 170. 200: 6346

distribution of access link bandwidth in a peer-to-peeteys |10 201.162. 49: 30274

. - 10. 222. 183. 129: 47272
Listing 1 shows an example of usingon-sanpl er to 10 245 64. 85 6348

sample peers from Gnutella. 10. 79198 44 36520
. L 10. 216. 54. 169: 44380
B. Empirical Validation bash$

Empirical validation is challenging due to the absence “of : - -
. . . . 'ﬂlstlng 1: Example usage of theon- sanpl er tool. We specify
high-quality reference data to compare against. In outiegarlyat we want to use the Gnutella plug-in, each walk shoule 28

8n fact, it uses the same plug-in architecture as our eatiieavy-weight hops, and we would like 10 samples. The tool then prints out 10
tool, Cruiser, which exhaustively crawls peer-to-peert@ys to capture lP"?dq,rGSS:p.ort pairs. We have changed the first octet ¢f eesuilt
topology snapshots. to “10” for privacy reasons.
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minimize the change in the system between measurements of 60
different tools, in order to make their results comparable. 5 50 -
Examining Figure 8, we see that the full crawl and sampling 5
distributions are quite similar. The sampling tool findgkstly @
more peers with lower degree, compared to the full crawl, £
in accordance with our expectations described above. Weg?g
examined several such pairs of crawling and sampling data anv¥ 10 —
found the same pattern in each pair. By comparison, the short 0 | ‘ : | ‘ ‘ ‘ ‘ ‘
crawl exhibits a substantial bias towards high degree peers 0 10 20 30 40 50 60 70 80
relative to both the full crawl and sampling. We computed Walk Length (r hops)
the KS statistic D) between each pair of datasets, presented ) ]
in Table I1I. Since the full crawl is a closapper-boundof Fig. 9: Difference between sampled results and a crawl as a function

o . . f walk length. Each i t ted | tilE
the true degree distribution, and since sampling’s digtigim ga;gashosvn?he Saﬁqcpleegr):nrggredndglz?;til(r)enp?ea ed several tinesr

is lower, the error in the sampling distribution relative to the

true distribution isD < 4.3. On the other hand, because the 70 1

short crawl dateexceedghe full crawl distribution, its error + 60

relative to the true distribution i® > 12. In other words, the ~ S7 50 -

true D for the sampling data isat most4.3, while the true U;;g’ 40

D for the short crawl data iat least12. It is possible that £5 30 1

sampling with MRWB produces more accurate results than as© 20 - H

full crawl (which suffers from distortion), but this is diffult @ 10 1 P bt | 1 } f
to prove conclusively. 0 | | | | | | | |

0 10 20 30 40 50 60 70 80

C. Efficiency Walk Length (r hops)

Having demonstrated the validity of the MRWB techniquesig 10: pifference between sampled results and a crawl as a function
we now turn our attention to Its efﬂClency. Performlng thef walk length, after the change suggested in Section VI-&chE
walk requiresn - r queries, wheren is the desired number experiment was repeated several times. Error bars showathels

of samples and is the length of the walk in hops. If is Standard deviation.

too low, significant bias may be introduced.rifis too high,

it should not introduce bias, but is less efficient. From gragh the walk, it is just part of the normal re-weighting to cect

theory, we expect to require > O(log|V|) for an ordinary for a regular random walk’s bias towards high degree peers.

random walk. However, when it occurs during the first step of the walk, a
To empirically explore the selection of for Gnutella, we large fraction of the walks will end at the unusual low-degre

conducted many sets of sampling experiments using differdiger, resulting in an anomalous set of selections where the

values ofr, with full crawls interspersed between the samplingame peer is chosen many times.

experiments. For each sampling experiment, we compute theone way to address this problem is to increase the walk

KS statistic, D, between the sampled degree distribution andngth by requiring

that captured by the most recent crawl. Fig.ure 9 presents the maximum degree

mean and star_1dard deV|at|qn Of as a function ofr across = Minimum degree og|V].

different experiments. The figure shows that low values OfHowever, this reduces the efficiency of the walk. More im-

(_S 10) can lead to enormous bia®) (> 49)' 'I_'he amount of portantly, we typically do not accurately know the maximum
bias decreases rapidly \_N'Th a_nd low b|a§ IS obs_erved fOrdegree,i.e., while increasingr decreases the probability of

r > 25 hops. However, in a single experiment with= 30 ,"3nomalous event, it does not preclude it. Therefore, we
hops, we observed > 30, while all other experiments at thatg,,qqest the following heuristic to prevent such problerosnfr
length showedD < 9. Investigating the anomalous datasebccurring. During the first few steps of the walk, always

we found that a single peer had been selected 309 out of §88qjtion to the next peer as in a regular random walk: after

times. . , the first few steps, use the Metropolis—Hastings method for
Further examining the trace of this walk, we found that thgeiging whether to transition to the next peer or remain at

walk happened to start at a peer with only a single neighbgte o, rrent one. This modification eliminates the corretati

In such a case, the walk gets stuck at that peer due 10 {h§,.eq by sharing a single starting location, while kegpin

way Metropolis-Hastings transitions to a new pegewith the walk length relatively short. We repeated the experimen

probability only 489re€z)

degreéy)

. When this “stuck” event occurs late

after making this change; the results are shown in Figure 10.
The observed error in the revised implementation is low for

Short Crawl ~ Full Crawl ~ Samplin . .
Short Cram] — 5.0 162 4 r > 15, with low variance. In other words, the samples are
Full Crawl 12.0 — 4.30 consistently accurate for > 15.
Sampling 16.1 4.30 —

— _ - In light of these considerations, we conservatively regard
TABLE IlIl:  KS statistic (0) between pairs of empirical datasets choice ofr = 25 as a safe walk length for Gnutella. Choosing
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18 ~ network size increases, the cost of a full crawl grows lityear
§ 16 - and takes longer to complete, introducing greater distorti
;’u? 14 A into the captured snapshots. For MRWB, the cost increases
%g 12 logarithmically, and no additional bias is introduced.
ES 10 4
GE
Tz O VII. DISCUSSION
= . | A. How many samples are required?
0 1‘0 2‘0 3‘0 4‘0 5‘0 6‘0 7‘0 éo An important consideration when collecting samples is to
Walk Length (r hops) know how many samples are needed for statistically sigmifica

results. This is principally a property of the distributibaing
Fig. 11: Runtime ofi on- sanpl er as a function of walk length sampled. Consider the problem of estimating the underlying
when collecting 1,000 samples. frequency f of an evente.g, that the peer degree takes
) a particular value. GivenV unbiased samples, an unbiased
r = 25, we can collect 1,000 samples by querying 25,00%imate off is f = M/N where) is the number of samples

peers, over an order of magnitude in savings compared Wi{{}} \:hich the event occursf has root mean square (RMS)
performing a full crawl which must contact more than 400,000, |ative error

D. Execution Time o= Var(f)/f = /(@ - f)/fN.

We examined execution time as a function of the numberFrom this expression, we derive the fO||OWiI’Ig observations

of hops,r, and present the results in Figure 11. With= * E_stim_ation error does n_ot d.epend on _the popu!ation
25 hops, the execution time is around 10 minutes. In our size; in particular the estimation properties of unbiased

initial implementation ofi on- sanpl er, a small fraction sampling scale independently of the size of the system

of walks would get “stuck” in a corner of the network, under study. _ . :
repeatedly trying to contact a set of departed peers. While* The above expression can be mve_rted to derive the
the walks eventually recover, this corner-case signiflgaartd number of sampledy,, required to estimate an outcome
needlessly delayed the overall execution time. We added a of frequench; up to an erroro. A simple bound is
small cache to remember the addresses of unresponsive peerstaU S 1_/,(f0 )-
to address this issue. « Unsurprisingly, smaller frequency outcomes have a larger
For comparison, Cruiser takes around 13 minutes to capture relative error. For example, gathering 1,000 unbiased
the entire topology. This begs the questiori: #n- sanpl er samples gives us very little us_eful_lnformatlon about
does an order of magnitude less work, why is the running time  €veNnts which only occur one time in 10,000; the as-

only slightly better? While on- sanpl er contacts signifi- sociateds value is approximately 3: the likely error
cantly fewer peers, walks are sequential in nature whickdim dominates the value to be estimated. This motivates using

the amount of parallelism thdton- sanpl er can exploit. biased samplingn circumstances that we discuss in the

Cruiser, on the other hand, can query peers almost entinely i _ "€t subsection. N . .

. . . The presence of sampling bias complicates the picture. If
parallel, but it must still d@)(n) work, wheren is the popula- an event with underlying frequency is actually sampled
tion size. In other words, if a peer-to-peer network doulres ying Ireq y P

size, Cruiser will take twice as long to capture it. Alteeigt with frequency fo, then the RMS relative error acquires an

o L ; additional term(1 — fo/f)? which does not reduceas the
we can keep Cruiser’s execution time approximately cornstan ;
number of sample®vV grows. In other words, when sampling

by double the amount of hardware and bandwidth we prOVISI?rr(])m a biased distribution, increasing the number of sample

for Cruiser’s use. Theon- sanpl er tool requires onl . . . .
. n-sanp red _)O(n) only increases the accuracy with which we estimatebihsed
work, meaning there is little change in its behavior as th

Histribution.
network grows.
While longer execution time has a negative impact on the
accuracy of Cruiser’s resultspn- sanpl er’s results are not B. Unbiased versus biased sampling

significantly impacted by the time required to perform thékwa At the beginning of this paper, we set the goal of collecting
(as demonstrated in Section V-D where we simulate walks @fpiased samples. However, there are circumstances where

10,000 hops). unbiased samples are inefficient. For example, while uebias
samples provide accurate information about the body of a
E. Summary distribution, they provide very little information abouitet

In summary, these empirical results support the conclusitails: the pitfall of estimating rare events we discussethim
that a Metropolized Random Walk with Backtracking is aprevious subsection.
appropriate method of collecting measurements from pmeer-t In circumstances such as studying infrequent events, it may
peer systems, and demonstrate that it is significantly mdse desirable to gather samples wittkmown sampling bias
accurate than other common sampling techniques. They ailsn, with non-uniform sampling probabilities. By deliberatel
illustrate the dramatic improvement in efficiency and scalantroducing a sampling bias towards the area of interestemo
bility of MRWB compared to performing a full crawl. As relevant samples can be gathered. During analysis of tla& dat
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each sample is weighted inversely to the probability thad it ACKNOWLEDGMENTS

sampled. This yields unbiased estimates of the quantifies o _ ) )

interest, even though the selection of the samples is hiased V& would like to thank Amir Rasti and John Capehart
A known bias can be introduced by choosing an appropﬁ?r their invaluable efforts in developing th_e c_zly_namlc dagr

ate definition ofy(z) in the Metropolis—Hastings equation imulator. We would als.o like to thank Virginia Lo for her

presented in Section IV and altering the walk accordingly2luable feedback on this paper. _

Because the desired type of known bias depends on the focu$his material is based upon work supported in part by the

of the research, we cannot exhaustively demonstrate throd¢gtional Science Foundation (NSF) under Grant No. Nets-

simulation that Metropolis—Hastings will operate corhpéh NBD-0627202 and an unrestricted gift from Cisco Systems.

a dynamic environment for any(z). Our results show that it Any opinions, findings, and conclusions or recommendations

works well in the common case where unbiased samples &t@ressed in this material are those of the authors and do not

desired (e, pu(z) = u(y) for all x andy).

C. Sampling from structured systems

Throughout this paper, we have assumed an unstructured
peer-to-peer network. Structured systems (also known s&s Dill]
tributed Hash Tables or DHTSs) should work just as well with
random walks, provided links are still bidirectional. Hoxee,
the structure of these systems often allows a more efficief]
technique. 3]

In a typical DHT scheme, each peer has a randomly gener-
ated identifier. Peers form an overlay that actively mairgai
certain properties such that messages are efficiently ddote [4]
the peer “closest” to a target identifier. The exact propsrti [s5)
and the definition of “closest” vary, but the theme remaires th
same. In these systems, to select a peer at random, we
simply generate an identifier uniformly at random and fin
the peer closest to the identifier. Because peer identifiers a
generated uniformly at random, we know they are uncorrelatd’]
with any other property. This technique is simple and effect (g
as long as there is little variation in the amount of identifie
space that each peer is responsible for. We made use of tr’gf
sampling technique in our study of the widely-deployed Kad

DHT [50].
[10]

VIII. CONCLUSIONS ANDFUTURE WORK [11]

This paper explores the problem of sampling representative
peer properties in large and dynamic unstructured P2P s%/lsz—]
tems. We show that the topological and temporal properfies o
P2P systems can lead to significant bias in collected samples
To collect unbiased samples, we present the Metropoliz&d!
Random Walk with Backtracking (MRWB), a modification of
the Metropolis—Hastings technique, which we developed infL4]
thei on- sanpl er tool. Using both simulation and empirical
evaluation, we show that MRWB can collect approximate
unbiased samples of peer properties over a wide range of
realistic peer dynamics and topological structures. (16]

We are pursuing this work in the following directions.
First, we are exploring improving sampling efficiency for
uncommon events (such as in the tail of distributions) by ift7]
troducing known bias, as discussed in Section VII-B. Second
we are studying the behavior of MRWB under flash-crows]
scenarios, where not only the properties of individual peer
are changing, but thdistribution of those properties is also
rapidly evolving. Finally, we are developing additionalgt
ins fori on- sanpl er and using it in conjunction with other
measurement tools to accurately characterize severagpiep [20]
of widely-deployed P2P systems.

15]

[19]

necessarily reflect the views of the NSF or Cisco.
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